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a b s t r a c t

OpenPLC61850 is an enhancement to the existing OpenPLC software. OpenPLC has been widely used
by the research community for the testbedding and validation of the logic on programmable logic
controllers. Although OpenPLC supports only Modbus and DNP3 protocols, modernised electrical
substations in smart grid implement IEC 61850 protocols. Hence, the evaluation of control strategies in
such a system is increasingly required. To address this challenge, OpenPLC61850 software is proposed
in this paper. This software supports the IEC 61850 (manufacturing message specification) protocol, in
addition to the existing OpenPLC protocols. With the motivation of benefiting industrial practitioners
and research community, the enhanced OpenPLC61850 software is open-sourced.
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1. Motivation and significance

Substation automation system (SAS) is the key element in
rotecting, monitoring and controlling the power grid system.
n traditional and modern substations, programmable logic con-
rollers (PLCs) and intelligent electronic devices (IEDs) are the
rimary adoptions for the automation process. In order to provide
fficient control and to protect against cyber threats, under-
tanding the functionalities of these devices is vital. However,
s commercialised products do not provide sufficient, publicly
vailable information about the hardware and firmware of the
evices, it is also a universal challenge for conducting research
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into general industrial control systems. Therefore, OpenPLC was
proposed in [1]. This open source software follows the IEC 61131-
3 international standard to implement the open source version of
industrial controllers and supports protocols such as Modbus and
DNP3.

The IEC 61850 protocol is utilised where IEDs are employed
at substations [2–4]. In order to conduct an evaluation of au-
tomation control or cyber-attack research on a system that in-
corporates both PLCs and IEDs for communication, a software
that can support IEC 61850 protocol is necessary. As a solution,
OpenPLC61850 is proposed in this paper. Inheriting from Open-
PLC [5], the proposed software includes IEC 61131-3 standard for
programming the PLC logics and uses MatIEC compiler [6] for
the compilation of the programmed logics. In addition to Modbus
and DNP3, the proposed software supports IEC 61850 manufac-
turing message specification (MMS) based communication. IEC
ttps://doi.org/10.1016/j.softx.2021.100917
352-7110/© 2021 The Authors. Published by Elsevier B.V. This is an open access article under the CC BY license (http://creativecommons.org/licenses/by/4.0/).
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Fig. 1. (a) Software architecture of OpenPLC61850. (b) Interaction architecture between OpenPLC and IEC 61850.

1850 is a completely different protocol with different semantics,
tructure and configuration when compared with MODBUS and
NP3. In order to support the IEC 61850 MMS communication,
EC 61850 server & client modules and other related utilities
ike mapper tool are included in the proposed OpenPLC61850
oftware. This enhancement in OpenPLC61850 will be a great
dvantage for industry practitioners and scientific experts.
The detailed description of the software including the ar-

hitecture, functionalities and implementation are explained in
ections 2 and 3.

. Software description

.1. Software architecture

OpenPLC61850 is an open-source IEC 61850 compatible PLC
oftware, which is an enhancement to the existing OpenPLC soft-
are. The comprehensive information about the existing Open-
LC can be found in the OpenPLC_v3 directory of [7]. OpenPLC
ontains 2 main components: (1) PLC runtime — runs the PLC
rogram and servers/clients for communication in different pro-
ocols; (2) Web server — runs a web application that allows
sers to control the PLC runtime. The supported communication
rotocols are Modbus and DNP3. Since the modernised substa-
ions incorporate the IEC 61850 protocol for interoperability, the
nhancement in OpenPLC (OpenPLC61850) include the support of
anufacturing message specification (MMS) protocol. This en-
anced support is implemented using 2 new subcomponents
1) IEC 61850 server; (2) IEC 61850 client. Both the server and
he client run on separate threads within OpenPLC61850 and

utilises libiec61850 [8]. The architecture of the existing and the
enhanced software is depicted in Fig. 1(a). In the figure, the brown
blocks represent the existing OpenPLC architecture and the green
blocks represent the enhancement that has been developed in the
software.

2.2. Software functionalities

The main functionality of the OpenPLC61850 software is the
support of the IEC 61850 (MMS protocol), besides Modbus and
DNP3. In order to execute the software, mapping of the Open-
PLC memory addresses with the IEC 61850 server/client data
attributes is essential. Therefore, in this section, the description
of the mapping is detailed. The interaction between OpenPLC and
IEC 61850 is demonstrated using the architecture in Fig. 1(b).

The PLC program reads input values and provides the logic
outputs to the PLC memory. The detailed information about the
PLC memory address is presented in [7]. This memory is imple-
mented in the form of arrays for different data types. The buffers
for the arrays are defined in the auto-generated glueVars.cpp,
and are tabulated in Table 1.

For the PLC program to work with IEC 61850, the values
of the IEC 61850 data attributes should be mapped to the PLC
program such that the logics are executed successfully. Hence, the
mapping of attributes to PLC memory is achieved through read-
ing from/writing into these arrays. The reading/writing is done
using functions defined in iec61850_rw.cpp. These functions
are used by both the IEC 61850 server and client to read/write to
the PLC memory. In order to determine which memory address
to access, an address should be assigned to each data attribute.
2
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nternal Buffers for I/O and memory (BUFFER_SIZE = 1024).
Data types Internal Buffer

Booleans IEC_BOOL *bool_input[BUFFER_SIZE][8];
IEC_BOOL *bool_output[BUFFER_SIZE][8];

Bytes IEC_BYTE *byte_input[BUFFER_SIZE];
IEC_BYTE *byte_output[BUFFER_SIZE];

Analog I/O IEC_UINT *int_input[BUFFER_SIZE];
IEC_UINT *int_output[BUFFER_SIZE];

Memory
IEC_UINT *int_memory[BUFFER_SIZE];
IEC_DINT *dint_memory[BUFFER_SIZE];
IEC_LINT *lint_memory[BUFFER_SIZE];

Special Functions IEC_LINT *special_functions[BUFFER_SIZE];
IEC_UINT *int_output[BUFFER_SIZE];

This is done by using the mapper tool which is described in the
following section.

2.2.1. Mapper tool
This tool is used for the IEC 61850 server and client. Both

he server and client rely on the tool output to support the
EC 61850 information models. This tool is found at
tils/iec61850_mapper_src. The mapper tool assigns PLC
emory addresses to the IEC 61850 data attributes. This is
chieved by providing 2 kinds of inputs:

• ST file: This file is obtained through the PLC program ex-
ported from OpenPLC Editor. The tool extracts a mapping
of PLC program variables into the PLC memory. The tool
uses regex matching to determine the lines for parsing.
For example, in the snippet of the ST file in Listing 1,
line_cb_0 is mapped to %QX00.0, and line_cb_1 is
mapped to %QX00.1, etc.

• System configuration language (SCL) file(s): The mapper tool
parses the Private elements in the SCL files to obtain a
mapping of the PLC program variables with the IEC 61850
data attributes. The tool uses an XML parser, pugixml, to
traverse the SCL file. Once all the input files have been
processed, the mapper tool will combine the 2 mappings
to create a new mapping of the IEC 61850 data attributes
with the PLC memory addresses. This new mapping will be
written into the output file.

Listing 1: Mapping - PLC variables with PLC memory addresses.
WaitStatus : BOOL := true;
pass_code : BOOL;
ND_VAR
AR
line_cb_0 AT %QX00.0 : BOOL;
line_cb_1 AT %QX00.1 : BOOL;
line_cb_2 AT %QX00.2 : BOOL;
line_cb_3 AT %QX00.3 : BOOL;
line_cb_4 AT %QX00.4 : BOOL;
line_cb_5 AT %QX00.5 : BOOL;
line_cb_6 AT %QX00.6 : BOOL;
line_cb_7 AT %QX00.7 : BOOL;
line_cb_8 AT %QX00.8 : BOOL;
line_cb_9 AT %QX00.9 : BOOL;

Subsequently, when the OpenPLC61850 is compiled, the tool is
un by the compilation script twice; once for the server and once
or the client. The output of the mapper tool includes necessary
nformation required for mapping between the PLC memory ad-

The outputs will be contained in separate files (iecserver.map
and iecclient.map).

The mapping between OpenPLC and IEC 61850 server is de-
lineated in Listing 2. It contains the mapping of the IEC 61850
data attributes with the PLC memory addresses. CONTROL and
MONITOR refers to whether the subsequent data attribute is
operable or not.

Listing 2: Mapping - PLC memory addresses with IEC 61850
server.
MONITOR OpenPLC61850LogicalDevice/GGIO33.AnIn1.mag

.f %MD414
MONITOR OpenPLC61850LogicalDevice/GGIO34.AnIn1.mag

.f %MD415
MONITOR OpenPLC61850LogicalDevice/GGIO35.AnIn1.mag

.f %MD416
MONITOR OpenPLC61850LogicalDevice/GGIO36.AnIn1.mag

.f %MD417
MONITOR OpenPLC61850LogicalDevice/GGIO37.SPC.stVal

%QX00.0
CONTROL OpenPLC61850LogicalDevice/GGIO37.SPC.Oper.

ctlVal %QX00.0
MONITOR OpenPLC61850LogicalDevice/GGIO38.SPC.stVal

%QX00.1
CONTROL OpenPLC61850LogicalDevice/GGIO38.SPC.Oper.

ctlVal %QX00.1
MONITOR OpenPLC61850LogicalDevice/GGIO39.SPC.stVal

%QX00.2
CONTROL OpenPLC61850LogicalDevice/GGIO39.SPC.Oper.

ctlVal %QX00.2

Similarly, the mapping between OpenPLC and IEC 61850 client
is presented in Listing 3. In addition to the mapping of the IEC
61850 data attributes with the PLC memory addresses, it also
includes the IP address, available report control blocks (RCB), and
the operable IEC 61850 data objects of each IED.

Listing 3: Mapping - PLC memory addresses with IEC 61850
client.
192.168.170.159
IEDServer09LogicalDevice/LLN0.RP.Measurements01

IEDServer09LogicalDevice/LLN0$Measurements
IEDServer09LogicalDevice/LLN0.RP.Measurements02

IEDServer09LogicalDevice/LLN0$Measurements
IEDServer09LogicalDevice/LLN0.RP.Measurements03

IEDServer09LogicalDevice/LLN0$Measurements
IEDServer09LogicalDevice/LLN0.RP.Measurements04

IEDServer09LogicalDevice/LLN0$Measurements
IEDServer09LogicalDevice/LLN0.RP.Measurements05

IEDServer09LogicalDevice/LLN0$Measurements
IEDServer09LogicalDevice/LLN0.RP.Controls01

IEDServer09LogicalDevice/LLN0$Controls
IEDServer09LogicalDevice/LLN0.RP.Controls02

IEDServer09LogicalDevice/LLN0$Controls
IEDServer09LogicalDevice/LLN0.RP.Controls03

IEDServer09LogicalDevice/LLN0$Controls
IEDServer09LogicalDevice/LLN0.RP.Controls04

IEDServer09LogicalDevice/LLN0$Controls
IEDServer09LogicalDevice/LLN0.RP.Controls05

IEDServer09LogicalDevice/LLN0$Controls
IEDServer09LogicalDevice/GGIO3.SPC1.Oper.ctlVal %

QX00.9

MONITOR IEDServer00LogicalDevice/GGIO1.AnIn1.mag.f

ress and the IEC 61850 information model for server and client. %MD0

3
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ONITOR IEDServer00LogicalDevice/GGIO2.AnIn1.mag.f
%MD400

ONITOR IEDServer00LogicalDevice/GGIO3.SPC1.stVal
%QX00.0

ONTROL IEDServer00LogicalDevice/GGIO3.SPC1.Oper.
ctlVal %QX00.0

ONITOR IEDServer10LogicalDevice/GGIO1.AnIn1.mag.f
%MD10

ONITOR IEDServer10LogicalDevice/GGIO2.AnIn1.mag.f
%MD410

ONITOR IEDServer10LogicalDevice/GGIO3.SPC1.stVal
%QX00.10

ONTROL IEDServer10LogicalDevice/GGIO3.SPC1.Oper.
ctlVal %QX00.10

One of the advantages of the tool is its automated execution
hile compiling the OpenPLC61850, thereby, rendering manual

intervention unnecessary.

2.3. Software subcomponents

As mentioned in Section 2.1, OpenPLC61850 comprises two ad-
ditional subcomponents when compared to the exiting OpenPLC.
This section details the functionalities of each subcomponents.

2.3.1. IEC 61850 server
The server is the component which enables IEC 61850 clients

such as an IEC 61850 SCADA system to connect to OpenPLC61850,
and issue interrogation/control commands. The server is im-
plemented in iec61850server.cpp. The server is created us-
ing libiec61850. The model generator, genmodel.jar (requires
JRE), in libiec61850 creates a static model of the IEC 61850
server from the SCL file and is automatically run when compiling
OpenPLC61850. The model generator produces 2 files: static
_model.h and static_model.c. static_model.c contains
the server model which includes the IEC 61850 objects and any
reports and datasets as configured in the SCL file.

The libiec61850 API is then used to create and run the IEC
61850 server instance with the methods IedServer_create
(&iedModel) and IedServer_start (iedServer,port). The
IED attributes are initialized using the SCL file for the Open-
PLC61850 server. In the definition of the IED, the initial value for
each data attribute is entered for the IED. The initial values are
picked up by libiec61850 java program, genmodel.jar. Subse-
quently, generating the static model with the SCL file as input,
and the initial values will be assigned to the corresponding data
attributes. A snippet of the assigning process is shown in Listing
4.

Listing 4: Initial value assigning in OpenPLC61850 server.
iedModel_LogicalDevice_GGIO3_Mod_stVal.mmsValue =

MmsValue_newIntegerFromInt32(1);
iedModel_LogicalDevice_GGIO3_Mod_ctlModel.

mmsValue = MmsValue_newIntegerFromInt32(1);
iedModel_LogicalDevice_GGIO3_Beh_stVal.mmsValue =

MmsValue_newIntegerFromInt32(1);
iedModel_LogicalDevice_GGIO3_Health_stVal.

mmsValue = MmsValue_newIntegerFromInt32(1);
iedModel_LogicalDevice_GGIO3_SCP1_stVal.mmsValue =

MmsValue_newBoolean(true);
iedModel_LogicalDevice_GGIO3_SPC1_ctlModel.

mmsValue = MmsValue_newIntegerFromInt32(1);

Once the server is started, the IEC 61850 server is able to
handle incoming client connections, and its data points and ca-

runtime, the main action of the server is to update the val-
ues of the IEC 61850 data attributes in the server model. The
update of these values is performed by utilising the function
update_server() in the main loop. Before the server starts,
the mappings in iecserver.map will be processed by calling
process_server_mappings(). The server stores the string ref-
erences to the data attributes in a vector. Each time the function
update_server() is called, it will iterate through all the ref-
erences in the vector, extract the values from the corresponding
PLC memory address and update the data attribute in the server
model. As mentioned earlier, reading from/writing into the PLC
memory is performed using the functions in iec61850_rw.cpp.

In addition, the server is capable of accepting control com-
mands on data objects that can be operated on by a SCADA sys-
tem. The server calls the function set_control_handlers(),
which sets up control handlers for each operable data object
in the server. The control handler is a callback function and is
defined as controlHandler(). The server determines which
data objects are operable by iterating through a vector of operable
data objects. These objects are obtained by processing the iec-
server.map. When the server receives a control from a SCADA
system, the IEC 61850 server will call the control handler for
that particular data object, which writes the value of the control
command into the PLC memory.

2.3.2. IEC 61850 client
The IEC 61850 client is the component that enables Open-

PLC61850 connection with IEDs, and is responsible for updating
the PLC program with the latest values from the IEDs. The update
of the PLC program is accomplished by receiving reports from the
IEDs rather than utilising the interrogation (i.e., report request)
commands. The client is implemented in iec61850client.cpp.

Listing 5: IED structures.
struct ied_t{

std::string ipaddr;
std::vector<std::vector<std::pair<std::

string, std::string>>> rcb_dataset_list
; //report -> dataset

std::unordered_map<std::string, IEC_BOOL>
controlWatch; //iec61850 da -> ctl
value

};
typedef struct ied_t IED;

Firstly, the client component processes the mappings by call-
ing process_client_mappings(). This function reads the
mapper tool output iecclient.map and processes it. From the
file, it creates a vector of IED structures (Listing 5), which contains
the IP address, RCBs and corresponding datasets, as well as the
operable data objects for each IED.

The main function of the IEC 61850 client component is to
receive and process reports from the IEDs. The client uses the
libiec61850 API to connect to the IEDs and receive reports. To
receive IEC 61850 MMS reports, the client primarily needs to es-
tablish a TCP connection to the IED. Once connection has been es-
tablished, the client will install report handlers to receive reports.
Report handlers are installed for every report in each IED. The
report handler is a callback function that is called when the client
receives a report, similar to the control handlers in the server
component. This function is defined in reportCallbackFunc-
tion(). The report handlers are installed by calling the func-
tion IedConnection_installReportHandler() from the li-
biec61850 API.

When the client receives a report, it writes into the PLC mem-
ory by referring to those IEC 61850 data attributes mapped onto
pabilities are configured in the server’s SCL file. During the server

4
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he PLC memory addresses obtained from iecclient.map. The
mapping to the PLC memory is done using the functions in
iec61850_rw.cpp. Furthermore, the function of the client is to
send control commands to the IEDs. In the main loop of the client
component, the function checkControlChanges() is called.
This function checks the values at the PLC memory addresses for
every operable data object for each IED. If the value at a PLC
address is different from the data object value, it will use the
libiec61850 API to issue a control command to the respective IED
using sendOperateCommand().

2.4. Software limitations

The current version of OpenPLC61850 supports only the MMS
rotocol in IEC 61850, and the query is done periodically using
eport control blocks. Other IEC 61850 protocols (e.g., GOOSE
nd SV) are not supported, since they are less employed in PLC
roducts in the market. Furthermore, the current implementation
ses processed SCL files that includes additional Private ele-
ents to define the link between the IEC 61850 data attributes

n OpenPLC61850 server/client and IEC 61131-3 structured text
rogram variables.

. Implementation procedure with illustrative examples

In this section, the procedure to implement the OpenPLC61850
oftware is explained. The steps compromise: (1) Install; (2)
mport SCL files; (3) Process ST file; (4) Start OpenPLC61850.

.1. Install

The installation procedure of OpenPLC61850 is identical to
penPLC. The current version of the software supports only Linux,
s the installation scripts are not updated for other platforms. The
nstallation procedures in Linux platform can be found at [7].

.2. Import SCL files

As previously mentioned, the enhanced feature in
penPLC61850 is the support of the IEC 61850 protocol. Hence,
he additional essential input for the operation of OpenPLC61850
re the SCL files. There are 2 types of SCL files that are re-
uired: (1) 1 SCL file for the IEC 61850 server (stored in web-

server/scl_server_files); (2) 1 or more SCL files for the IEC
61850 client (stored in webserver/scl_client_files).

In order to use the SCL files, few prior configurations have
to be performed. The Private element in SCL XML schema
allows the vendors to use OpenPLC61850 for proprietary purposes.
ence, this Private element is utilised to allocate the PLC pro-
ram variable with the IEC 61850 data attributes. This Private
lement in the SCL files is the key component to provide the IEC
1850 support feature to the existing OpenPLC. An example of the
llocation of a data attribute stVal that belongs to a particular
ata object SPC in the IEC 61850 is presented in Listing 6.

isting 6: Using nested Private Elements.
DOType id="SPC_16" cdc="SPC">
<DA name="stVal" bType="BOOLEAN" fc="ST" dchg="true"

>
<Private name="stVal">
<Property Name="sMonitoringVar" Value="

line_cb_15"/>
</Private>

</DA>
<DA name="q" bType="QUALITY" fc="ST" qchg="true">

<DA name="Oper" type="SPCOperate_1" btype="Struct"
fc="CO">

<Private name="Oper">
<Private name="ctlVal">
<Property Name="sControlVar" Value="

line_cb_15"/>
</Private>

</Private>
</DA>
<DA name="ctlModel" type="CtlModelKind" btype="

Enum" fc="CF">
<DA name="t" bType="Timestamp" fc="ST">

</DOType>

As shown in Listing 6, the Private element comprise a child
element Property, which in turn has the attributes, Name and
Value. The attribute Name includes: (1) sMonitoringVar - for
data attributes whose values will be updated to and from PLC
program (e.g. line loading); (2) sControlVar - for data attributes
that can be operated (e.g. circuit breakers). Similarly, the at-
tribute Value contains the PLC program variable that needs to
be assigned (e.g. line_cb_15).

This Private element will be parsed by the mapper tool
that was explained in Section 2.2.1. As this tool does not check
data types, it is crucial to ensure that the data type for each IEC
61850 data attribute can be used for the PLC program variable
that has been assigned. Subsequently, the prepared SCL files
are copied into their respective folders. Currently, as the web
application lacks a user interface to add the SCL files, it requires
manual copying. In addition, the updating of filename of the
webserver/active_scl with the server SCL file is necessary.

3.3. Process ST file

OpenPLC Editor enables the programming of the PLC logic
in IEC 61131 languages, such as structured text (ST) and func-
tion block diagram (FBD). A guide for using the OpenPLC Editor
can be found in [7]. This editor is utilised to generate the ST
file that contains the PLC program logic. Once generated, the
ST file is uploaded to OpenPLC61850 using the web application
(localhost:8080).

3.4. Start OpenPLC61850

Subsequent to the upload of the ST file and the successful
compilation of the program, the ‘Start PLC’ in the runtime inter-
face will be executed to run the OpenPLC61850. The step-by-step
snippets related to this process is explained in the preprint ver-
sion of the software [9]. Once the run command is executed, the
PLC initiates a connection with each IED. The status of the con-
nection is displayed in the runtime interface under the ‘Runtime
Logs’, and an example snippet is illustrated in Fig. 2(a). Once the
connections between OpenPLC61850 and IEDs are successful, the
communication between them is established using MMS protocol.
The WireShark capture for the communication is illustrated in
Fig. 2(b).

4. Impact

As mentioned previously, the support for the IEC 61850 MMS
protocol is included to enhance the functionality of the existing
OpenPLC. Considering that IEC 61850 is an international stan-
dard employed in the power grid sector, and that MMS is an
essential protocol for remote monitoring and control in the smart
grid systems, the enhancement made in OpenPLC61850 will be
valuable for various stakeholders across the smart power grid
infrastructure.
5
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Fig. 2. OpenPLC61850 implementation.

Firstly, it will be beneficial for the industry practitioners
power grid infrastructure operators, smart grid device vendors,
tc.) to test the compatibility and choice of the device con-
igurations prior to their deployment in production environ-
ent. Furthermore, OpenPLC61850 can be used to evaluate the
ommunication feasibility when integrating IEDs and PLCs [10].
Secondly, the contribution of OpenPLC61850 can be extended

o experiential training and facilitating hands-on exercises for en-
ineers and students to acquire technical knowledge in industrial
ontrol systems.

Finally, OpenPLC61850 is an effective tool for scientific research
community to evaluate/demonstrate potential cyber threats and
countermeasures in a cyber range [11].

5. Conclusions

In this paper, an open source software named OpenPLC61850
has been developed, which is an enhancement to the existing
OpenPLC software. In addition to the functionalities provided
by OpenPLC, the developed software supports the IEC 61850
6
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M
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MS protocol. The mapping between the IED attributes and
LC memory, and implementation details were explained in this
aper, along with both the IEC 61850 server and client func-
ionality. The developed OpenPLC61850 software can be validated
by conducting simulation studies with any grid model, and thus
facilitate researchers, power grid operators, and industry experts
to conduct testbedding for experiments and evaluation.

6. Open source repository

OpenPLC61850 is available as an open-source code and can be
downloaded from the official GitHub repository (refer to Code
metadata). The code is distributed under GNU General Public
License, version 3.0.
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