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Figure 6.11: Normal State of Substation

line is good (indicated by green), PLC triggers the bus coupler CB
to close. Now the FDI attack is launched by manipulating the relay
status reported to the PLC. As such, when the false data is injected,
the status of the CB in the disconnected line changes from good to
bad (indicated in red in Figure 6.13). This tampered data misled the
PLC not to initiate the control to open the bus coupler CB. During
this condition, as loads 2 to 4 receive power from generator 2 through
the bus coupler CB (sensor 17 in Figure 6.13), these loads are not
disconnected. However, the primary loads that are connected to the
main line (loads 0 and 1) are de-energized, resulting in a partial outage
in the smart grid.

6.5.2 MITM Attack on Cyber Range

Smart grids are vulnerable to MITM attacks as the grids contain
communication devices. During a MITM attack, an attacker who gained
access to the system can either eavesdrop on the communication between
two devices or impersonate one of the real devices and carry out normal
yet false exchanges of information. As such, the attacker can inject
fake data or inappropriate commands to disrupt the normal operation
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of the grid. As MMS messages in an IEC-61850-based substation are
using an application layer protocol, an attacker can mount the MITM
attack on this communication using Address Resolution Protocol (ARP)
spoofing. Therefore, this compromised device can modify the data
and send false data to the destination. In Figure 6.14, the method to
conduct a MITM attack on the cyber range is demonstrated. The cyber
network topology for the 66/11kV model explained earlier is used in
the figure. In this network, one of the IEDs located at node ‘h12’ is
frequently communicating with node ‘h24’. The assumption is one of
the network switches (sw) has been compromised, and the attacker is
in the system. With the attacker gaining access to the network, the
attacker eavesdrops on the communication that is happening between
‘h12’ and ‘h24’. Subsequently, in the following message exchange instead
of following the regular network path h12 — s2 — s3 — h24 (highlighted
in green), the network path is configured to h12 — s2 — sw — attacker
VM — sw — s2 — s3 — h24. Through this strategy, the attacker can
launch MITM attacks that can either inject false measurements into the
destination device or alter a command so that the destination device
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malfunctions. The impact of these kinds of attacks can vary from a
simple display of false data in SCADA HMI to a much more complex
power outage in the grid.

In this subsection, we discussed two different attacks as the case stud-
ies. The smart grid cyber range can be further utilized for experimenting
cybersecurity solutions. For instance, by deploying cryptographic mes-
sage authentication discussed in Section 4, we can effectively counter
the discussed FDI attack. Network-based intrusion detection systems
discussed in Section 5, which can flag the suspicious change in the
mapping of IP address and MAC address and/or significant increase of
ARP packets, are considered effective to counter the MITM attack.
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Conclusions

A power grid system is arguably one of the most critical national
infrastructures that affect the availability and stability of the other
infrastructures. However, smart grid infrastructure often became a
target of cyberattacks because of its importance. Cybersecurity for
smart grid systems poses a set of requirements and constraints that are
different from enterprise I'T systems. For instance, the infrastructure
is physically distributed and consists of a number of legacy devices for
monitoring and control.

In this monograph, we covered a brief overview of state-of-the-art
cybersecurity solutions for smart grid systems of different kinds. The
coverage of the literature is not comprehensive, but we picked represen-
tative examples of each category to illustrate the concepts. The overall
mitigation provided by the discussed smart grid cybersecurity solu-
tions is summarized in Figure 7.1. As seen in the mapping to MITRE
ATT&CK Matrix, each technology aims at countering different attack
stages and tactics, and thus it is necessary to combine multiple cyberse-
curity measures of different categories, namely deterrence (Section 3),
prevention (Section 4), and detection (Section 5). Some of the attack
tactics are countered by multiple types of solutions (represented with
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darker color). For the tactics with darker color, we strongly recommend
to combine as many types of cybersecurity measures as possible within
the budget constraint for “defense in depth”, instead of selecting only
one. On the other hand, we can also see that the coverage is not yet
comprehensive. Thus, further research and development efforts should
be more focused on the tactics that are not colored yet in Figure 7.1.

Another universal challenge that the smart grid operators and
practitioners are facing is the lack of an environment for evaluating
cybersecurity measures through experiments and hands-on, interactive
exercises. The evaluation of cyberattack impacts and the assessment
of cybersecurity solutions are the key components in developing a se-
cure smart grid. As such, hardware-based, virtual, and software-based
testbeds are explored in this monograph. The hardware-based testbeds
are good alternatives for real smart grid infrastructure to conduct im-
pact study and security evaluation, while it is a viable, accessible option
to everyone. Digital twins of smart grid for cybersecurity experiments
(i.e., cyber ranges), which has better accessibility and flexibility, are
also discussed along with state-of-the-art technology for automated
generation of such virtual testbed. A qualitative comparison of these
testbeds is conducted, and the findings are tabulated. Finally, various
cyberattack case studies that are conducted on the cyber ranges are
demonstrated. We hope such discussions on the testbeds provide practi-
tioners and researchers useful guidelines and practical solutions to deal
with cyberattacks.

Looking forward, developing robust IDS systems is becoming more
important than ever before, given the growing number of attack surfaces
in a power grid and the infeasibility of preventing cyber-attacks com-
pletely. Despite the increasing research and development efforts devoted
in this field, still, a number of open issues remain, such as differentiating
natural system oscillations from cyber attacks (especially with growing
renewables, inverter-based resources, etc.) and developing intrusion
detection systems where grid operators typically have limited sensing
devices (such as distribution network/end-user sites). Addressing these
issues requires operators to integrate different sources of information
from various sensing sources, such as smart meters, distribution phasor
measurement units, etc., and utilize edge computing.
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While the attack vectors and tactics are evolving, there are promising
technologies that can defend smart grid systems. For instance, Al tech-
nologies can contribute for such defenses. To name a few, reinforcement
learning can be utilized to implement adaptive deception technologies.
Prediction of the future state of the system and message content can
help further accelerate message authentication by reducing the search
space for pre-computation. Physics-informed neural network (PINN),
which incorporates power system physical laws to guide the neural
network model, could improve the accuracy of attack and anomaly
detection.

The application of Large Language Models (LLMs) such as GPT-4
could play an instrumental role in addressing cybersecurity issues for
smart grids. Leveraging LLMs can aid in pattern recognition, anomaly
detection, and threat prediction by analyzing vast amount of data
produced by smart grids and identifying patterns that suggest possi-
ble cyber attacks. LLMs could be trained to understand and predict
malicious behavior based on historical data from cyber incidents. For
instance, the notable 2020 SolarWinds cyber attack and the 2021 Colo-
nial Pipeline ransomware attack provide excellent datasets for training
these models. These attacks led to significant disruptions in critical
infrastructures, but at the same time provided valuable insight into the
tactics, techniques, and procedures used by attackers. Utilizing LLMs
in this way can help develop proactive security measures, enabling swift
detection and prevention of threats before they can inflict damage on
smart grid systems. This novel use of LLMs could also aid in developing
advanced Intrusion Detection Systems (IDS) and Security Information
and Event Management (SIEM) solutions, enhancing overall smart grid
resilience.
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