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1. The Challenge: Security in Evolving Environments

Drift-Aware Online Anomaly Detection in Smart Buildings via Temporal 
Variational Autoencoder Gradient Profile

2. Main Methodology: Drift-Aware TCN-VAE

Conclusion

Smart buildings and Cyber-Physical Systems (CPS) are not static. They 
operate under constantly changing conditions—sensor drift, seasonal 
updates, and varying occupancy.
• The Conflict: Conventional Anomaly Detection (AD) models struggle 

to distinguish between  normal drift and malicious cyber-attacks.
• The Risk:
o False Alarms: Models flag normal drift as attacks.
o Model Contamination: Adaptive models blindly update on all 

new data, accidentally learning from attack data and normalizing 
the threat.

• Our Goal: Develop an online AD framework that explicitly 
separates Normal, Normal Drift, and Attack behaviors to enable safe 
model updates.

We introduce a framework combining a Temporal Convolutional 
Network (TCN) with a Variational Autoencoder (VAE), utilizing input-
gradients as behavioral fingerprints.
A. The Backbone: TCN-VAE
We use a TCN encoder/decoder to capture long-range temporal 
dependencies in sensor data. The VAE regularizes the latent space, 
making the model robust to minor noise.
B. The Innovation: Gradient Profiles
Instead of relying solely on reconstruction error, we analyze Input 
Gradients  ∇𝑥𝐿(𝑥)
o Why? Gradients measure the sensitivity of the reconstruction loss 

to input features.
o Insight: Normal changes induce structured gradient patterns, 

while attacks produce abrupt, distinctive sensitivity footprints.
C. Selective & Contamination-Free Updates
1.Cluster & Classify: We use K-Means (mapped via the Hungarian 
algorithm) to cluster gradient profiles into semantic 
classes: Normal, Drift, or Attack.
2.Selective Adaptation: The model only updates on samples 
classified as Normal or Normal Drift.
3.Reject Attacks: Samples classified as Attack are discarded to 
prevent model corruption.

• Novelty: We propose the first use of gradient profiles to 
distinguish benign drift from malicious attacks in online CPS 
streams.

• Robustness: The framework achieves 0.98 AUC with <1% 
contamination, proving effective for mission-critical 
infrastructure.

• Scalability: The X-means extension allows for seamless cross-
floor generalization, reducing the need for retraining models for 
every new zone.

3. Generalization Strategy (Cross-Floor)

To deploy the pre-trained model across different building floors 
without retraining, we address the issue of varying behavioral 
granularity.
• Challenge: A fixed number of clusters (e.g., K=3) works for a 

known floor but fails when transferring to a new floor with 
different room usage (e.g., meeting rooms vs. offices).

• Solution (Adaptive Clustering): We apply X-means 
clustering strictly during the cross-floor evaluation phase. This 
automatically determines the optimal number of clusters to 
capture the new environment's variability

4. Experimental Results

We evaluated the framework on a real-world Building Management 
System (BMS) dataset, specifically testing against temperature 
setpoint attacks on HVAC units.
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