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Vision: What if operators could just “talk to their network” and get 
clear, reliable answer?
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• Modern networks are highly complex, making it difficult for 
operators to reason about system-wide behavior.

• While Intent-Based Networking (IBN) automates configuration, it 
assumes operators already know the correct intents. 

• There is currently limited support for systematically discovering and 
validating intents from observed network behavior.

Sample Conversation 

IntentRx

IntentRx: Let me assess. Your 
automation servers aren’t 
communicating with each other. 
Should they stay isolated?

Operator: Security is a priority 
our building management 
network. What should we 
enforce in the network?

Operator: Yes, they should 
not talk to each other.

IntentRx: Understood. Also, 
10.10.5.20 is a building management 
workstation. Do you expect it to 
access the automation servers?

Operator: Yes, that’s 
normal. It controls them.

IntentRx: Got it. I can enforce. ‘No 
communication between 
automation servers.’ Would you 
like to review this policy? 

Operator

Proposed Approach

I thought this segment 
was isolated… why 
isn’t it?

I’m not sure what’s 
really happening inside 
the network…

What should the 
network really be doing 
in this scenario?

How do I translate the 
business requirement into 
network rules?

Is this the correct 
rule… or will it break 
something?

“Intent” Policy 
Configurations

(How?)

Intent-Based 
Automation 

Platforms
(What the network 

should do?)

Background & Motivation

Key Features

Reliable Assistance
LLM interactions are backed by correctness-guaranteed domain 
reasoning and verification to overcome hallucinations.

Natural Language Interactions
Enable operators to interact in natural language with context-aware 
follow-up questions that guide intent generation.

Policy Recommendation
Analyze network data to identify risks, then recommend actions or 
network policies that align with the operator’s concerns.

1) Network Data Analyzer (C1):

2) APT Generator (C2):

3) LLM-based Intent Discovery Assistant (C3):

Inputs:
• Traffic logs
• Network topology
• Configuration 

snapshots
• Context

Output:
Structured 
behavioral insights.
 E.g., 
• communication 

behaviors
• anomalies
• dependencies

Process:
Context-aware
• Traffic pattern mining
• Device role inference
• Dependency extraction

C1

Goal: Extract contextual insights from network behavior.

Goal: Represent network structures and behaviors using reusable 
mathematical templates.

Goal: Infer and validate operator intents using AI + formal reasoning.

Process:
1. Interact with operators through a 

guided conversational loop
2. APT template selection (from C2) to 

match operator requirements (e.g., 
security or performance)

3. Generate intents by grounding 
selected template with network 
insights (from C1)

4. Operator dialogue for validation
5. Formal consistency checks

C2Inputs:
Domain Knowledge
• Formal methods
• Network 

structures and 
invariants

Process: 
1. Identify communication and 

structural relationships
2. Map them to network 

properties
3. Construct Algebraic 

Property Templates (APTs)

Output:
Parameterized 
algebraic templates 

E.g., 
• reachability (S,D)
• isolation (S,D)
• waypoint (S,W,D) 

C3Inputs:
• Operator inputs
• C1: network 

insights
• C2: APTs

Output:
Validated intents

E.g., 
“ No 
communication 
between 
automation 
servers”
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