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System architecture
A framework that automatically ingests system artifacts to generate Challenges Faced Our Approach
a simulation model which can then be run at scale to generate a set of . .
user-defined evaluation metrics which addresses the following * Simulator needs to model a » Formalism that represents
challenges: variety of different devices at reference architectures
» Ingesting system information at a level of granularity that is easy for scale * Multi-resolution algorithms,
the user to specity * Simulator must handle prototypes demonstrating
network inputs at different concepts, validation

* Modeling the system using a variety of information at different
resolution levels
» Scalable analysis of large systems

levels of granularity

OURTOOL p - N Ny Case Study - Building Management System
System J [ Info ] | | . .
Dlagram /| EXtI:C‘;tor ; cOr?:l;ion > 'gu‘?:fjte'f” Simulator S'quusljft'gnj + Focused on 10T subsystem - sensors
PCAP Extractor send data using MQTT protocol to MQTT
‘ RN J U J U Y, o ® broker
// * Network flows analyses showed
« _®  instances of
Information Extraction - System Diagram « . o2 - Misconfigured loT gateway sending
« N Ay data to network device
SURTooL eERCUDED AN S ) * Non-communicating loT gateway
3 \ N OURTOOL e b._b . Addltloné.ll pc?rt on broker for MQTT
oo ] 1| chatbot ||+ Gooph |2 80| || yser pue || . sMuLaTor communication
> ? Model 7 Parser .
OCR Parser \ J 4000 - I“Slghts
oo * Processing time of security
Challenges Faced Our Approach g <olution needs to be below
e LLMs are not well-versed « Combine the accuracy of % 200 100 psec to support
in calculating layout programmatic solutions with the " 1500 system performance
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Information Extraction - Network Flows Conclusion & Future Work

* Qurapproach to intelligent system modelling allows users to

Challenges Faced combine information at different levels of granularity for system
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‘ ’ P = VLAN ID » System misconfigurations * Currently addressing research problems on (1) interpreting diverse
and device failures need representations of system architecture with Al, (2) deriving system
to be accounted for context using network packet traces, and (3) simulating diverse

device types and attacks.
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