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ABSTRACT Software-Defined Networks (SDN) have revolutionized modern networking by enabling
flexible, programmable management of network resources. This flexibility facilitates the effective design and
deployment of Machine Learning (ML)-based defense mechanisms, including Intrusion Detection Systems
(IDS) and anomaly detection. However, the validity of existing SDN-based threat detection solutions for
systems that use SDN utilities remains unresolved. This work presents a Systematization of Knowledge
(SoK) that synthesizes the literature on ML-based SDN security. The study aims to: (i) analyze and strengthen
the validity of reported success in SDN security with ML by reviewing 50 recent high-ranking papers, using a
taxonomy-driven analysis that categorizes evaluation metrics and the use of ML models, datasets, controllers,
and SDN frameworks; (ii) critically assess the state of the literature by comparing these findings with primary
surveys and questioning reported accuracy rates; and (iii) identify future perspectives and key takeaways
for security framework deployment, to propose solutions to address validation challenges, and to outline
a hybrid model. The outlined hybrid model combines passive DL-based traffic monitoring with triggered
active mitigation, mapping datasets, ML model families, and programmable enforcement mechanisms into
a layered SDN defense to improve validity, efficiency, and real-world deployability.

INDEX TERMS Anomaly detection, intrusion detection system, machine learning, network functions
virtualization, software-defined networking.

I. INTRODUCTION for security frameworks further accelerates SDN adoption
for secure, virtualized infrastructures [5]. This accelerated

Sdn [1], [2] offers a flexible and customisable paradigm k ; - i
growth demands an equivalent increase in security measures,

for modern networking. Countries such as China and the
UK have adopted SDN to improve infrastructure scalability, =~ making the development of effective ML-based security
particularly in SD-ToT (Software Defined Internet of Things), frameworks crucial. Wider GPU adoption has provided the
SD-TIoT (Software Defined Industrial ToT), SDV (Software ~ Necessary computational power to process large volumes of
Defined Vehicles), and SD-LEO (Software Defined Low data. In addition, this makes Al-driven security more feasible
Earth Orbit Satellite Networks) [3], [4]. against sophisticated cyber threats in real time [6].

SDN’s separation of Control and Data planes supports the The effectiveness of ML in SDN-based security frame-

effectiveness of ML-based security frameworks in virtualized works depends on the strategic se!ectlon of ML n.lo.dels,
environments. Growing reliance on computing resources which balance detection accuracy with real-world resilience

against adversarial threats. Tree-based models such as
The associate editor coordinating the review of this manuscript and Decision Trees (DT), Random Forests (RF) offer high
approving it for publication was Mehul S. Raval . interpretability for threat response, while sequential models
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such as Recurrent Neural Networks and Long Short-Term
Memory (LSTM) excel at capturing temporal patterns in
network traffic, identifying evolving attack signatures [7],
[8], [9]. However, these models face significant vulnera-
bilities: attack detection evasion, for example, adversarial
perturbations that bypass detection thresholds and dataset
poisoning in examples; malicious data injection leading to
false positives/negatives directly undermines their reliabil-
ity [10], [11]. Crucially, such vulnerabilities are exacerbated
by the interplay between model architecture and dataset
integrity [12]. For instance, poisoned datasets can cause
tree-based models to misclassify benign traffic as threats,
while sequential models may exhibit catastrophic failure
during evasion attacks targeting temporal sequences. Thus,
optimizing ML efficacy in SDN security requires not only
model selection but also robust defenses against poisoning
and evasion challenges that directly impact the attack
detection phase of the SDN defense pipeline.

This study surveys 50 recent high-quality publications
in the literature to dissect the knowledge from ML studies
on SDN security. This research generates a taxonomy out
of security frameworks, datasets, ML models, examining
successes, and controllers used in SDN simulations.

A. CONTRIBUTION

To address the best use of SDN studies, research gaps are
identified with 10 high-quality related works as mentioned
in Section I-B, open issues, and future perspectives for each
result are examined. In particular, two major unresolved
problems emerge: the validity of ML-based SDN security
frameworks and the lack of rigorous validation of ML model
effectiveness and reported success rates. To systematically
analyze these aspects, a research taxonomy has been
defined to capture security frameworks with an analysis in
Figure 1 consisting of framework elements such as datasets,
ML models, frameworks, and controllers. Considering the
taxonomy created, a research gap has been addressed with
the 5 research questions as follows.

1) Which components of SDN security ML frameworks
must be fine-tuned for effective security for a real-
world validation?

2) Which data handling methods can be improved for
better validity of success on SDN security ML
frameworks?

3) What perspectives for ML models can improve validity
in SDN security frameworks? Which ML models are
most successful, and what are the overfitting issues?
What can be considered for further validation of ML?

4) How is the research balance across SDN security ML
frameworks?

5) What factors define an optimal ML framework for SDN
security?

After formulating guiding research questions to address

the literature gap, we undertook evaluations to inform the
following resolutions.
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1) Demonstrated a discussion on the trade-off between
security and efficiency, outlining an optimal framework
architecture to address open problems and challenges.

2) Examined dataset fields for security-specific results
and suggested data-handling methods to improve the
validity of SDN security ML frameworks.

3) Analyzed ML families for overage and success validity,
examined ML architectures for optimal validity.

4) Various emerging frameworks are identified, and a
balance in the literature is examined for potential
further study direction.

5) Following the research gap examination and discus-
sions, an optimal security framework is identified
as a proposal combining the structural elements of
taxonomy.

B. METHODOLOGY

To ensure a comprehensive and reproducible evaluation,
we conducted a structured literature search and screening
as part of an SoK study spanning from January 2024 to
June 2025 (both inclusive). A total of 633 papers were
initially identified from Google Scholar using 11 distinct
search phrases generated with ChatGPT 4o [13] covering
the domains of SDN and ML security. After filtering using
strict inclusion and exclusion criteria, we selected 50 primary
research papers and 10 reviews.

In addition, the taxonomy comparison in Table 4 presents a
side-by-side evaluation across eight dimensions ranging from
architectural depth to dataset coverage, demonstrating that
this work uniquely examines SDN virtualization, ML model
taxonomy, controller usage, and datasets into frameworks.

1) USED SEARCH PHRASES

o SDN Machine Learning Security

¢ ML-based threat detection in SDN

o DDoS attack detection on SDN with ML

o Enhancing SDN security through ML-based network
behavior analysis

« Real-Time Anomaly Detection in SDN using supervised
learning techniques

o Advanced Security Framework for SDN

« ML-Based Threat Detection on SDN

o Deep Learning Approaches for IDS’s in SDN

« A Review of ML models for Securing SDN Infrastruc-
tures

o Implementing AI and ML models for SDN Security:
Challenges and Solutions

« Hybrid ML Models for Efficient SDN Security

2) INCLUSION CRITERIA

For a fair comparison of performance claims across heteroge-
neous SDN security studies, we analyze the literature through
the taxonomy in Figure 1. The taxonomy captures five dimen-
sions that influence reported success rates: SDN foundations,
controller environment, security objective, ML model family
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used within the framework, and dataset. Throughout this
paper, we ‘“‘digest” reported performance claims by mapping
each framework to these dimensions and then interpreting
metrics within the corresponding context (e.g., objective,
controller, and dataset realism). This enables (a) grouping
results under comparable settings, (b) explaining why similar
models yield different outcomes, and (c) identifying gaps
where high reported accuracy is not transferable due to
mismatched datasets, controllers, or objectives. To assess
academic quality, we referenced the CORE Conference
Rankings [14] for conferences and the SCImago Journal
Rank (SJR) [15] for journal quartile classification.

o A-tier Conferences / Q1 Journals: 131 papers identi-
fied, 40 retained after screening.

o B-tier Conferences/ Q2 Journals: 25 papers identified,
10 retained.

o Review Papers: 10 state-of-the-art SoK or
survey/review papers included for comparison and
benchmarking.

« Inclusion of a synthetic or benchmark dataset suitable
for SDN security tasks.

« Application of at least one success metric provided ML
model for a framework on SDN-specific security (e.g.,
IDS, IDPS, DDoS, anomaly detection).

3) EXCLUSION CRITERIA

o Absence of a dataset or ML application.

« No security relevance or not SDN specific.

This methodology supports a layered analysis of models,
datasets, and architectural components, forming the founda-
tion for our taxonomy-driven review in the next section.

Il. BACKGROUND: SDN COMPONENTS

SDN separates the control and data planes, enabling central-
ized management of network traffic and flexible deployment
of security mechanisms [4]. This separation is foundational
to integrating ML models for tasks like anomaly detection
and IDS. Below, the key components of SDN and their role
in enabling ML-based security solutions are explored.

A. VIRTUALIZATION TECHNOLOGIES

Virtualization is central to SDNs’ adaptability, allowing the
deployment of ML models and frameworks such as IDS on
shared infrastructure.
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Network Virtualization is a key milestone in SDN devel-
opment [4], offering expanded functionalities and utilities
which result in further development of networking.

Network virtualization abstracts physical hardware,
enabling synthetic datasets to simulate diverse traffic
scenarios [16], [17], [18], [19], [20].

Network Functions Virtualization (NFV) enables a
flexible deployment of network functions across the infras-
tructure [21]. This enhances the flexibility, scalability,
and cost-effectiveness, making NFV an essential tool for
managing modern networks. When combined with SDN,
these capabilities allow for the seamless deployment of ML
models to strengthen network security.

Mininet [22] is a containerization technology that facil-
itates communication between containers through virtual
tunnels within a virtual network [23]. These virtualized
environments allow for the ML models and computational
power to bridge SDN’s control and data planes to optimize
network performance.

By combining efficiency and flexibility, containerization
enhances SDN’s ability to deploy and manage sophisticated
security solutions.

B. CONTROL PLANE

Before the advent of the Control Plane [4], network elements
like in-band signaling and forwarding systems managed both
data and control processes, leading to inefficiencies [18],
[19], [20].

The introduction of the Network Control Point (NCP)
helped separate data and control operations, improving
network management [24]. The Control Plane began handling
logic and management tasks, while the Data Plane focused
on forwarding packets, making large networks [25] easier to
manage and more scalable.

However, deploying multiple Control Planes can create
scalability and routing challenges. OpenFlow protocol moves
routing intelligence to software, improving network perfor-
mance and efficiency [26].

C. DATA PLANE

The Data Plane’s functionality can be summarized in three
main tasks: receiving packets, processing them, and taking
action. Actions include forwarding, mapping, deep packet
inspection, or dropping packets [4].
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On the hardware level, advancements are improving Data
Planes by focusing on increasing packet and processing
speeds [27]. Hardware Data Planes are fast but less flexible
compared to software Data Planes, which offer greater
flexibility [28], [29].

At the software level, the Data Plane operates on a
protocol-independent layer, where data is processed before
being configured by a programming language. Special-
ized languages, like P4 (Programming Protocol-Independent
Packet Processors), are designed for SDN switching and
play a crucial role in enhancing Data Plane functionality in
SDN [4], [30].

P4 allows flexible control of the Data Plane compared to
the limited control over the hardware-based Data Plane. It is
possible to alter the stage number on the packet processing
pipeline in the Data Plane for functionality [30]. Data Plane
should have at least some programmability to quickly deploy
protocols [4]. Another technology, NetASM, demonstrates
intermediate representation between the programmable Data
Plane and the lower part of the networks, so that the
devices can communicate in a more efficient environment.
The intermediate representation NetASM can demonstrate
target-specific configurations with front-end and back-end
demonstration capabilities [31].

D. EBPF AND BPF

Berkeley Package Filtering (BPF), extended Berkeley Pack-
age Filtering (eBPF), and SDN are completely different
technologies created by unrelated study groups but serving
in very close domains, which have the potential to be
complementary for information security.

BPF has been popularized as a programmable network
before SDN was generalized. BPF provides observation
utility with a packet-filtering mechanism as a Unix tool [32]

eBPF is developed as an extension of classic BPF for
kernel subsystem observability of networking and security.
BPF extension as programmable utilities for network and
system level enforcements [32], [33].

eBPF can implement and enforce rules on the system and
network, whereas SDN observes the system at a higher level
to manage network decisions on the controller [34]. SDN
emerged to decouple the communication control and flow;
eBPF was later developed as a kernel-native way to program
and interact without custom kernel modules.

SDN’s foundational components, virtualization technolo-
gies, the Control Plane, and the Data Plane offer high
adaptability and efficiency. Understanding these components
establishes a strong foundation for analyzing the role of ML
in SDN security, which we explore in the next section. The
next section will dig into frameworks and datasets, illustrating
how they leverage these components to address security
challenges.

To evaluate the state of the literature on threat detection,
statistics of various frameworks are digested with obser-
vations in the Section III we have used. To summarize
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the performance measures reported in the reviewed studies,
we use the standard classification metrics: accuracy, preci-
sion, recall, and Fl1-score. Let TP, TN, FP, and FN denote
the number of true positives, true negatives, false positives,
and false negatives, respectively. The metrics are defined as
follows:

f TP + TN
Acc. = ,
TP 4 TN 4 FP 4+ FN
TP
Prec. = ,
TP 4 FP
TP
Rec. = R
TP Tli)N
Fl=m —————, where TP, TN, FP, FN € Nj.
L 2TP 4+ FP+FN

ey

Accuracy can be misleading under class imbalance, which
is common in attack detection settings; therefore, precision,
recall, and F1-score are frequently reported to better reflect
false-alarm and miss-detection behavior.

Ill. REVIEW: SDN SECURITY WITH ML

This section summarizes prior work and the literature,
highlighting advancements in SDN security with ML, which
is increasingly adopted as an alternative to traditional
networks, motivating extensive investigation of ML-based
defense mechanisms within SDN environments. ML models
have become increasingly vital with high success rates
over attack detections, addressing security risks by enabling
dynamic and adaptive defenses rather than traditional static
rule sets with white listing and black listing [35].

SDN has various applications such as SD-IoT (Software
Defined Internet of Things), SD-IIoT (Software Defined
Industrial IoT), SDV (Software Defined Vehicles), SD-WAN,
SDN-enabled 5G, and SD-LEO (Software Defined Low Earth
Orbit Satellite Networks), as mentioned on I, are small to
large, addressing computational and systematic needs of
the host infrastructures, in other words, IBN Intent-based
Networks. The architecture of SDN changes, but the base
capabilities remain similar across various SDN [3], [36].

While applications of SDN vary, the foundational security
needs and security frameworks are not clearly differenti-
ated [36]. Each SDN application has the application plane,
the control plane, and the data plane.

A. SECURITY OF SDN
Each component of the SDN itself has distinct security risks
as they inherently mimic various parts of an information
system, application plane mimics the applications on the
host controller, control plane mimics the controller, and
data plane mimics switches. The risk of each plane is
similar to the system that the SDN component uses for the
role.

As network elements are exposed to DDoS attacks,
exhaustion on the communication surface is the main risk for
the data planes, which can result in system unavailability [36].

VOLUME 14, 2026
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As the controller is in charge of the most decisive
operations within the network, the authorization and the
authentication could be the single point of failure for the
system where the used API’s, such as the southbound
northbound API, are vulnerable [36].

Applications on the host that support networking oper-
ations rely primarily on system memory; therefore, any
malware execution may lead to exploitation at the application
plane [36], [37].

Although SDN expands the attack surface across planes
and interfaces, this SoK focuses on whether ML-based SDN
defenses are evaluated in a valid and comparable way.

B. ML MODELS EFFECTIVENESS

Tables 6 and 7 summarize the primary taxonomy targets of
this SoK by listing ML-based SDN defense studies together
with their associated ML models, datasets, framework types,
and reported success metrics. The successor ML model
and its corresponding performance results are highlighted to
emphasize validation patterns across studies.

ML models, including DL, have shown potential in
enhancing the effectiveness of SDN security, particularly for
DDoS detection and IDS. Detailed Table 6 proves that on
various datasets, ML models can achieve success with an
average of 99%.

Effective feature selection is a critical step, a catalyzer for
improving the efficiency and accuracy of these models, with
correct choices with the help of techniques like chi-square
and feature importance scoring being employed [38]. How-
ever, achieving real-time detection with low computational
overhead remains a challenge, especially for deployment in
resource-constrained SDN environments like the data plane.

Over the observations on the reviewed literature, there
are several ML models improving the success rates, such
as Sequential models and tree-based models shown in the
ML taxonomy Figure 2. %24 of studies used RF, following
with 22% XGBoost a DT variant and 20% Sequential Models
such as LSTM/GRU. We can observe that tree-based models
are dominating over attack detection for SDN datasets.
Sequential DL models follow tree-based models on attack
detection for SDN.

1) OVERAGE & ALGORITHMS
ML models with distinct logic guessing over various patterns
offer solutions to various network behaviors, such as source
and destination guessing or time patterns. For instance,
RF and SVM can detect timestamp-based patterns in
time-dependent attacks. ML models address SDN security
challenges at different architectural layers. Figure 2 shows
their hierarchy; Tables 6 link models to specific use cases,
and Tables 3 outline their operational logic for targeted
deployment.

While various ML models like RF [10], [11], [39], [40],
[41], [42], [43], [44], [45], [46], XGBoost [47], [48], [49],
[50], [51], [52], [53], [54], and LSTM [11], [47], [55], [56],
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[571, [58], [59] have demonstrated success in detecting DDoS
attacks, their effectiveness in broader, real-world applications
are still being explored, requiring real-time optimization.

Over the studies reviewed in the Table 6 and 7, 34%
of models have reached above 99% precision, where CNN
dominated with 8%, RF with 12%. As RF has shown %24 of
accuracy over the literature with a similar number of precision
results with CNN, we can examine whether CNN proves
proportionally better performance with FP metrics.

On the Fig. 2, we can examine ML models and the success
of the sequential models, such as LSTM, and GRU, recorded
on studies on Table 6 and 7 are excelling IDS metrics all over
98% on 18% of the studies. However, simply performing with
high metrics might not be accepted as a valid outcome; it can
also be explained as overfitting.

In parallel, high detection accuracy has also been reported
for Deep Neural Networks (DNN) [60] in studies. On the
ML Models Table 1, the algorithmic behaviour of each
model provides insights for those investigating SDN security
for matching datasets to succeed. It highlights successful
algorithms used in various research environments. Efficiency
and effectivity trade-off can also be an open discussion for
ML models, as ML models’ resource usage can be excessive
while success rates can outperform the DL models [59].

2) ARCHITECTURE EFFECT

Hybrid and ensemble methods are also being investigated
to further improve detection capabilities [57]. Furthermore,
ensuring the adaptability of IDS to evolving threats and
addressing scalability issues in large networks are ongoing
research areas [51], [53], [61].

Techniques like Federated Learning (FL) [57], [62], [63],
[64], [65] offer promising privacy-preserving approaches
for collaborative intrusion detection in distributed SDN
environments.

The overall effectiveness of ML in SDN and networking
security depends on overcoming data and validation limi-
tations and continuously refining detection techniques for
dynamic and complex network environments.

The ML Taxonomy in Figure 2 provides ML parenting
relationship with insights for researchers focusing on SDN
and networking security, offering a structured view of how
different ML models are utilized, helping those who wish to
understand the relationship and application of various ML
models in SDN security, making it easier to grasp complex
connections and identify effective models for specific secu-
rity challenges such as DDoS attacks, application attacks
or MiTM attacks. As each attack is different, defending
ML algorithms have the potential to address various types
of attacks. For example, a DDoS attack could bind with a
timestamp, and an application-layer attack could bind the
packet sender to a different address than the DDoS attack,
which could be considered for feature selection of models.

For instance, GANs and VAEs under ‘“Generative Models”
have been utilized in anomaly detection frameworks to
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FIGURE 2. Taxonomy of ML models.

generate synthetic datasets that balance imbalanced data
distributions. A notable example is the work of [66], which
leveraged GANSs to improve the class balance problem on
datasets.

Similarly, RF, listed under ‘“Tree-Based Models,” has
been applied in DDoS detection studies like [67], where
it demonstrated high accuracy rates in identifying and
mitigating DDoS attacks within SDN environments. This
highlights the versatility and robustness of RF in handling
structured datasets typical of SDN scenarios.

Hybrid approaches such as CNN-LSTM [68] combinations
enable both sequential and convolutional pattern recognition,
improving accuracy for DDoS attacks. These models increas-
ingly merge DL with classical techniques like RF and SVM
to enhance scalability and real-time detection.

While many individual ML models exist, as shown in
Figure 2, integrated frameworks remain limited. Future work
should develop unified, adaptable ML systems capable of
handling diverse attack types and dynamic SDN environ-
ments through multi-model fusion. In order to develop an
adaptable ML system, efficiency and security may need to
be balanced for optimal trade-offs.

C. DATASETS
Benchmark datasets, which have been examined in Table 2,
often lack the diversity of traffic needed for effective
SDN security research. Many studies still use outdated sets
like KDD’99 [98] and NSL-KDD [122], limiting model
applicability to current threats.

Tables 2 highlight the need for comprehensive and attack-
specific datasets, whereas Industrial, Healthcare, and IoT
environments have various datasets as shown in Table 2.
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Over the results on the literature shown in Table 6, we can
point out the success dominance over CiC-based datasets,
while for InSDN and NSL-KDD, the results are distributed.
In studies with CiC-based datasets, the results are completely
over 98%.

It could also be discussed about specified fields, such
as protocol, so it can provide further details with detec-
tion quality and potentially enable researchers to keep
protocol-based security metrics [116]. Synthetic dataset
results are also open for discussion, as results may seem
diverse; however, real-world scenarios will be the expected
threshold.

Diverse Datasets must span varied industries and traffic
types to support generalizable ML defenses. While datasets
exist for industrial subdomains, broader environments such
as Software Defined Unmanned Aerial Vehicles (SD-UAV),
which are not found in the literature, are essential for training
adaptable models.

Remaining limited, but they are vital for testing customized
defenses. Network and application-specific datasets would
support more precise mitigation strategies. Comparing and
building upon older datasets can also improve future dataset
design.

It has been presented on the SDN datasets Table 2,
notably diverse datasets, each focused on different network
environments. Researchers can select environment-specific
datasets and the results shown on the Table 6 and 7 to
ensure their security-focused studies are more applicable
and effective. Key challenges include imbalanced data, lack
of public availability, and limited reproducibility. Ethical
standards must guide dataset generation and use to ensure
reliability and fairness.
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TABLE 1. ML models used in the reviewed SDN security studies and their brief operational descriptions.

ML Model Explanation ML Model Explanation
Isolated Forest [69] Tree-based algorithm, isolates anomalies by recursively Naive Bayes Probabilistic classifier based on Bayes’ theorem, assuming
partitioning the data, with outliers being easier to isolate. (NB) [70] independence between features, used for classification tasks

with a simple and fast implementation.

curacy by averaging multiple models to reduce overfitting.

Bayes (BNB) [73]

Autoencoder Neural network for unsupervised learning, compresses data Self-Organizing Map Unsupervised neural network that clusters data by mapping

(AE) [71] into a lower-dimensional representation, reconstructs it, (SOM) [72] high-dimensional data into lower-dimensional grids while
learning to identify important features. preserving the topological structure.

RF [8] Ensemble of DTs, improves classification or regression ac- Bernoulli Naive Variant of NB for binary/boolean features, assuming each

feature follows a Bernoulli distribution.

Support Vector Ma-
chine (SVM) [74]

Supervised learning algorithm, finds the optimal hyper-
plane to separate different classes by maximizing the
margin between them.

Passive-
Aggressive [75]

Linear model used for classification and regression that
adjusts its parameters based on the data’s change while
being minimally aggressive in learning.

K-Nearest Neighbor
(KNN) [76]

Non-parametric algorithm, classifies a data point based on
the majority class of its nearest neighbors in the feature
space.

Stochastic ~ Gradient
Descent (SGD) [77]

Optimization technique used in ML where the model’s
parameters are updated incrementally using a subset of data
to minimize a loss function.

XGBoost [78]

Gradient boosting method, improves predictive perfor-
mance by sequentially correcting the errors of weak learn-
ers (DT).

Logistic
(LR) [79]

Regression

Linear model used for binary classification, predicts the
probability of outcome using the logistic function.

Artificial Neural Net-
work (ANN) [80]

Computational model inspired by biological neural net-
works, consisting of layers of nodes (neurons), processes,
and learn from input data.

Convolutional Neural
Network (CNN) [81]

Type of DNN mainly used for image recognition, utilizing
convolutional layers to detect spatial hierarchies of features.

DNN [82]

Type of neural network with multiple layers between input
and output, enabling learning of complex representations
and features from large datasets.

EfficientNetV2 [83]

State-of-the-art CNN architecture that combines Efficient-
NetV2 for efficient training.

tron (MLP) [86]

layers, used for supervised learning tasks such as classifi-
cation and regression.

AdaBoost [84] Ensemble learning method that adjusts the weights of | Generative Framework of two neural networks, a generator and a
misclassified instances and trains subsequent models to Adversarial Network discriminator, compete to create and evaluate realistic data,
focus on correcting those errors. (GAN) [85] such as images or text.

Multi-Layer Percep- | Type of artificial neural network with one or more hidden | LSTM [7] Type of RNN designed to remember long-range dependen-

cies and mitigate vanishing gradient problems in sequential
data.

Feedforward
Neural
(FFNN) [87]

Network

A simple type of artificial neural network where connec-
tions between nodes do not form cycles, often used for
supervised learning tasks.

LightGBM [38]

Type of gradient boosting framework for tree-based mod-
els, optimized for speed and scalability in classification and
regression tasks.

NGBoost [89]

Gradient boosting method that generates probabilistic fore-
casts by combining the strengths of traditional gradient
boosting with a probabilistic model.

Markov Decision
Process (MDP) [90]

Mathematical framework for modeling decision-making
where outcomes are partly random and partly under the
control of the decision maker.

a feature, and branches represent decisions or outcomes,
used for both classification and regression.

Boosting [93]

Double Deep | Reinforcement learning algorithm that addresses the over- K-Means Unsupervised learning algorithm that partitions data into K
Q-Network estimation bias in Q-learning by using two neural networks Clustering [92] clusters by minimizing the variance within each cluster.
(DDQN) [91] to estimate the Q-values.

DT [9] Tree-like model of decisions, where each node represents Gradient Boosting technique that builds strong predictive models

by sequentially training weak models, each correcting the
errors of the previous one.

Extra Tree [94]

Type of DT ensemble method where trees are built using
random splits at each node, aiming to reduce variance.

Variational ~Autoen-
coder (VAE) [95]

A generative model that encodes input data into a prob-
abilistic latent space and decodes it back, enabling con-
trolled generation and smooth interpolation of new data.

ML models listed are those reported in the reviewed SDN security frameworks.

D. EMERGING FRAMEWORKS

Our research revealed a wide variety of ML frameworks
designed to directly detect attacks in SDN. However,
we noticed a lack of emerging techniques as they have been
examined in the Table 3, such as FL, network slicing, and
malware detection, which are crucial for enhancing SDN
security. As shown in Table 3, specifically, the number of up-
to-date malware detection frameworks is smaller compared
to the number of IDS or FIDS. Future studies should explore
these advanced methods further. Incorporating techniques
like slicing, tunneling, and BPF [33] could pave the way for
more robust and specialized intrusion response frameworks,
strengthening SDN defense mechanisms.

The Frameworks Used in Research Table 3 provides
critical insights into the factors influencing the success
rates and coverage of each study. For example, anomaly
detection frameworks can identify a wider range of attack
types compared to DDoS-specific detection models, though
they may flag benign anomalies, leading to false positives.
When compared with corresponding studies in Table 6,
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understanding these frameworks helps researchers assess
their strengths, limitations, and suitability for various SDN
scenarios.

E. CONTROLLERS & PROGRAMMABLE DATA PLANES
While SDN architecture provides significant benefits with
central control for network management and innovation,
it also introduces unique security challenges, which are
addressed with multi-controller solutions [50]. Without
explicitly mentioning the direct relationship between the
controllers and the models’ successes, controllers affect the
efficiency of the models on the system differently [148].
Even if there are various efficiency metrics used and it is
hard to standardize and compare directly by the studies with
controller on the Table 5 and 6, the ONOS [149] controller
has preferable results compared with POX [148], [150].
Programmable data planes remain underexplored in SDN
security. Leveraging technologies like P4, they embed
security logic directly into switches, enabling faster and more
responsive detection (e.g., LANTERN framework [151],
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TABLE 2. Benchmark datasets.

Dataset Name

Dataset Notes

Dataset Name

Dataset Notes

KYOTO2016 [96]

Real university network including attack flow, used
for academic network traffic research.

DARPA1998 [97]

Synthetic network flow with multiple attack types,
used for botnet research.

DARPA1999 [98]

Similar to DARPA1998 but includes different attacks
and network configurations.

SD-IoT Dataset [99]

Specific dataset focused on IoT security within SDN
environments.

BotloT [100]-[105]

IoT dataset focusing on botnet and attack traffic,
designed for IoT anomaly detection.

CIC-Ton-IoT [106]

Industrial IoT dataset with focus on communication
patterns and cyber-attacks.

systems (ICS) security.

10T-23 [107] Industrial IoT dataset with focus on communication MAWI [108] Real-world traffic dataset, focusing on internet back-
patterns and cyber-attacks. bone and large-scale network analysis.

N-BaloT [109] Focuses on IoT-based networks for anomaly detection ITU Challenge IoT dataset used for evaluating IDS solutions in smart
and traffic analysis. Dataset [110] cities and large-scale environments.

SWaT [111] Water treatment system dataset for Industrial Control AWID [112] Wireless intrusion detection dataset focused on WiFi

networks.

MallmgDataset [113]

Malware image dataset for image-based anomaly de-
tection and malware classification.

SDN-Based-Iot [114]

High-traffic IoT dataset.

CICIOT2023 [115]

IoT traffic dataset for intrusion/anomaly detection.

CICDDo0S2019 [116]

DDoS-focused, realistic traffic; widely used for IDSs.

CICIDS2018 [117]

Labeled attack types with a realistic setup for anomaly
detection.

CICDoS2017 [118]

Labeled attack types with a realistic setup for anomaly
detection.

InSecLab-IDS2021 [119]

IDS-focused dataset for industrial environments.

CICIDS2017 [117]

Simulated enterprise network traffic dataset.

Ember [120] Open dataset for training static PE malware models Orion [121] Improved successor to KDD 1999.
using ML.
NSL-KDD [122] Enhanced KDD 1999; suitable for anomaly detection. InSDN [123] Realistic SDN-security dataset.

Bennett Univ. [124]

Hybrid testbed (real + virtual) for flows and attacks.

Edge IIoT [125]

Industrial IoT simulation for industrial scenarios.

TON-IoT [126]

Realistic industrial IoT testbed.

X-IIoTID [127], [128]

Advanced IoT dataset tailored for IDSs.

TOTEM 2006 [129], [130]

Traditional enterprise traffic; common in security re-
search.

UNSW-NBI15 [131], [132]

Comprehensive multi-attack dataset for classification.

ISCX 2012 [133], [134]

Various malicious flows for attack detection.

CTU-13 Botnet [135]

Botnet-focused traffic for detection/analysis.

ICS-CSR 2013 [136]

ICS attacks on real-like industrial systems.

UNR-IDD [137]

IoT/industrial traffic including attack scenarios.

Hogzilla [138]

High-volume enterprise-like traffic.

CAIDA [139]

Diverse backbone traffic traces.

SDN-NE-TJ [140]

NFV-focused scenarios.

KDD Cup 1999 [141]

Classic intrusion-detection benchmark.

CERNET [142]

Real traffic from the Chinese education network.

DNP3 IDS [143]

Synthetic + captured DNP3 traffic for anomaly detec-
tion.

Slow-Rate DDoS [144]

Slow-rate DDoS attack traces.

SDN-IoT [143]

Generated for healthcare systems.

BODMAS [146]

Temporal analysis for PE malware behavior patterns.

Portable Executable
(PE) Malware ML

Practical security analytics for malware classification.

Dataset [147]

Table 6). As SDN demands greater control and speed,
it can be discussed whether the current P4 studies have
reached maturity or if future research should focus on har-
nessing programmable data planes for real-time, in-network
ML-based defense.

These findings highlight key advancements for handling
traffic on the data plane and challenges in SDN security,
providing a roadmap for future innovations.

TABLE 3. Frameworks used in corresponding papers.

Framework Category
Intrusion Detection

Corresponding Papers
[43], [471-{49], [54], [56], [58]-[60],
[64], [65], [68], [152]-[157]

[10], [11], [38], [39], [42], [45], [46],
[501-[52], [57], [158]-[162]
[12], [40], [41], [44], [53],

DDoS Attack Detection

Intrusion Detection and [61],

Prevention [163]-[166]
Anomaly Detection [55]
Network Slicing with | [167]

NFV

Malware Detection [168]
Federated Intrusion De- | [62], [63]

tection
Botnet Detection

[169], [170]

To inspect and understand the efficiency of studies, within
the controller Table 5, it is possible to check each literature
and shed light on how different studies have optimized
resource usage, such as CPU and RAM efficiency [61], [153],
[163]. It makes it possible to inspect and cross-check notes
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with Table 6 that certain controllers are more cost-effective,
and their performance can be consistently replicated in
similar settings.

Covering the ML models employed, strategies adopted,
and key result metrics, the Summary of Frameworks Tables 6
offer nuanced technical details about each study, such as
accuracy, precision, recall, and F1-Score. These tables serve
as a guide for understanding the methodologies and practical
applications of ML models in SDN security, providing
in-depth information for strategic research planning.

IV. DISCUSSIONS: STATE OF LITERATURE
In this section, clear outcomes of the reviewed data are
discussed. Review abstractions and the synthesis of the
literature in Section III made the path to discussions before
addressing takeaways, bridging the way into the state of the
literature.

The results of this research indicate that while significant
progress has been made in securing SDN using ML models,
several challenges remain.

A. GENERAL OBSERVATION

Dominant success results over %98, with attack detection
results from the literature showing the studies are promising.
However, there is also a potential for questioning the
success rates from the several discussions. In this section,
observations from the literature are questioned with the
research questions.
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1) RQ1

The efficiency of the attack detection frameworks varies,
making it difficult to understand. However, under-
standardized efficiency metrics with various overhead
measurements keep the reviews over the literature and
synthesis impossible and incomparable [11], [55], [59],
[60], [158]. For a serious consideration of a framework,
the resource usage should not be a burden for the main
operations of the system.

2) RQ2

The effectiveness of models like SVM, RF, and LSTM in
detecting DDoS attacks is dominating, but the limitations of
current datasets and the need for real-time optimization are
lacking. The success rate of the specified ML models is also
open for discussion, where network fundamentals and several
fields can be open for statistical exploitation, which leaves the
success rates in question if they are valid [49].

3) RQ3

Synthetic and benchmark datasets in Table 2 are used for
studies on the literature mapped on Table 6. Mixed results
are observable in the Table 6 for synthetic datasets and
several benchmark datasets such as InSDN. The results
of CiC-based datasets can be observed with overwhelming
success; accuracy is typically over %98.

4) RQ4

There are several synthetic dataset creation tools, including
D-ITG, HTTProxy, and The CiCFlowmeter [44], [57], [60],
[157], [161]. The CiCFlowmeter is used for benchmark
datasets, too. Each has a varying number of fields for ML
models to train on.

5) RQ5

Overall, the rate of Malware Detection frameworks is only
%2, and the usage of P4 within the literature is %8. Literature
shows that the studies are imbalanced.

B. LIMITATIONS

The following limitations are highlighted to demonstrate
why the high success rates reported in current literature
often struggle with real-world applicability and technical
validity. By identifying specific constraints in simulation
environments and dataset relevance, a necessary criti-
cal perspective for transitioning these theoretical frame-
works into practical SDN environments is provided [39],
[56], [171].

1) LIMITED VALIDATION POSSIBILITIES

Several proposed systems require further validation
in real-world scenarios to assess their practicality
and effectiveness [40], [56]. Simulation environments
may not fully replicate the complexities of live
networks [39], [49].
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2) SCALABILITY CONCERNS

Scalability and performance issues in large-scale SDN
implementations are potential issues requiring additional
research [171], [172].

3) DATASET FIELDS

Even if several datasets have attack protocol mentioned [115],
[118], existing datasets with specified protocol/layer details
about datasets are lacking.

4) DATASET RELEVANCE

Many studies rely on datasets that may not fully represent
current DDoS attack patterns [42], [55]. Outdated datasets
like KDD99 may not capture the complexity and diversity of
modern attacks [10], [11]. Synthetic datasets [39], [40], [41],
[44] can result in invalid success rates where the training ML
model may not represent a detection rationale.

5) LACK OF BENCHMARKING

Some studies lack benchmarking against existing public
datasets, limiting the evaluation and validation of proposed
methods [39], [40]. The absence of benchmarking limits
meaningful comparisons and advancements in the field [49],
[56]. Lack of benchmarking can also lead to ML imbalanced
training and overfitting, where several ML models can prove
unreliable success [68].

6) FRAMEWORK IMBALANCE

Attacks detection for system-based studies and Malware
detection are less frequently studied. Further research in the
field can promise new findings [171].

C. CHALLENGES

Fundamental challenges to underscore the significant com-
putational and operational hurdles that hinder the seamless
integration of ML-based IDS with existing network infras-
tructures are identified. Addressing these issues, particularly
regarding resource constraints and evolving attack patterns,
is vital for developing a defense system that remains resilient
without becoming a performance burden [11], [173].

1) INTEGRATION WITH EXISTING SECURITY MECHANISMS
Integrating ML-based IDSs with existing security mecha-
nisms, such as firewalls and traditional IDS’s, can enhance
network security but presents integration challenges due to
efficiency problems [173].

2) EVOLVING ATTACK STRATEGIES
Continuous refinement and adaptation to evolving attack
specific strategies are necessary [63].

3) COMPUTATIONAL RESOURCES

ML-based methods often require significant computational
resources, potentially impacting real-time performance [11],
[41], [49], [173], [174].
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4) DATASET GAPS

Current benchmark datasets shown in Table 2 focus on
conventional attack detection, leaving Federated IDS and
other advanced approaches with limited validation resources.

5) OVERFITTING & ML MODELS VALIDITY

Several ML models on the “Distance-Based & Margin-Based
Models” or “Sequential & Recurrent Models” shown on
ML Taxonomy Figure 2 are excelling on most of the studies
on Table 6. However, this success can also be explained by
the exploitation of the quantitative logic of the models over
imbalanced datasets, which can result in invalidated studies.

6) FALSE POSITIVES
Anomaly-based detection methods can suffer from high false
alarm rates [44], [46], [55], [155].

7) DATA PRIVACY
Ensuring data privacy while implementing collaborative

intrusion detection approaches like FL is a key challenge [48],
[62], [63], [64].

D. FUTURE OUTLOOK

Emerging approaches like network slicing, blockchain, and
access control [175] have shown promise, but further work
is needed to ensure their validity in live environments.
The development of hybrid ML models, along with more
comprehensive and balanced datasets and validated ML
strategies, is crucial for advancing the current situation
of SDN ML security frameworks. Future research should
focus on these areas to create more efficient, scalable, and
responsive security solutions.

Having analyzed the results of current SDN security
research in Section III, following the taxonomy, it is observed
that while progress has been made, significant challenges
and opportunities remain with datasets and ML models for
successful validation of the security frameworks. Section V
digs into these perspectives, offering actionable insights and
proposing strategies to advance the field further, alongside the
comparisons to recent quality-related works.

V. RESULTS AND RELATED WORK
This section discusses the key points of review for future work
in SDN security, with a particular focus on ML applications.
It highlights frameworks, effective ML models, and emerging
approaches aimed at enhancing security in SDN environ-
ments. The discussion identifies gaps in current literature,
emphasizing the need for an optimum efficiency/effectivity
trade-off for ML models and comprehensive datasets to
address evolving security challenges.

After careful examination of the literature and discussion
of the main results in Section IV, in this section, takeaways
are considered for security frameworks.
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A. TAKE AWAYS

Core takeaways to synthesize the taxonomy-driven insights
gathered from our analysis into a cohesive roadmap for future
security implementations are presented. These points serve
to bridge the gap between fragmented research findings and
the development of unified, hybrid frameworks that balance
detection accuracy with scalable efficiency [48], [64].

1) FL POTENTIAL

FL offers a collaborative training approach without direct
data sharing [63], addressing privacy concerns [64] and data
unavailability in traditional, centralized IDS systems [48],
[64]. FL can also be a potential approach against inefficiency
with a distributed structure and resource allocation. FL lets
multiple networks train a shared intrusion detection model
without sending their raw traffic logs to a central place. Each
network trains locally on its own traffic features and sends
only model updates to be combined into a global model.
This supports privacy and data-sharing limits, but training
can be harder because traffic patterns differ across networks
and because a malicious participant could try to corrupt the
training updates [64].

2) STANDARDIZATION OF EFFICIENCY METRICS

While various efficiency metrics are reported in the lit-
erature, standardized System-efficiency reporting remains
an unresolved challenge, hindering comparability across
ML-based SDN security studies. Many works either evaluate
different definitions of efficiency or omit efficiency analysis
altogether. In addition to the controllers that directly affect
efficiency in Table 5, we propose standardized metrics such
as overhead, processing time, and memory usage, which
quantify how much the defense mechanism burdens the
SDN infrastructure and how swiftly it can respond. Without
standardized efficiency metrics, high-accuracy models may
remain theoretical exercises rather than validated security
solutions suitable for real-world deployment. Therefore,
we propose future SDN security studies to report at least the
following:

o Controller Computational Overhead: The CPU and
memory load imposed by the ML inference engine on
the SDN controller [153], [163], [172], [173].

o Inference Latency: The time difference between
traffic arrival, such as packet/flow observation
and  detection  decision/policy  execution  in
milliseconds [57], [62].

o Throughput Impact: Reduction in network throughput
or flow handling performance under varying traffic loads
when the security module is active [11], [148].

o Control-plane Reaction Overhead: The number and
frequency of rule installations/updates triggered by
mitigation actions, reflecting controller workload and
scalability constraints [61], [163].
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TABLE 4. Comparison with related work over taxonomy.

Paper Year ML Coverage Controllers Examined Frameworks Datasets Taxonomy
SoK: SDN Security with ML 2025 Fundamentals & De- 9 Controllers IDS & IDPS & Malware Detec- 40+ Datasets ~ Defense
tailed tion Frame-
works
Taxonomy
Resilience in Internet of Medi- 2024 Architectural perspec-  Architectural IOMT Resilience Focus frame- X Microservice
cal Things (IOMT) [177] tive perspective works Architec-
ture
DDoS Detection review [178] 2025 DL/ML segmentation 5 controllers DDoS detection & mitigation 7 datasets DDoS
& in literature attack
taxonomy
DDoS Detection & Mitigation 2024 DL/FL segmentation  Touches DDoS detection & mitigation. 8 benchmark  DDoS
Survey [37] & in literature within the datasets attack
literature taxonomy
Distributed Firewalls for Mo- 2025 X Architectural NFV Solutions for Mobile X X
bile Cloud [173] perspective Cloud Firewalls
Controller Vulnerabilities [148] 2025 Mentioned briefly In depth anal-  Controller focused aspects 7 datasets Detection
ysis methods
Taxonomy
Vehicular Ad Hoc 2025 VANET Emerging  Touches VANET Al X X
Networks Review (VANET) Trends in Al including ~ within the
Review [172] Security literature
East-West Interface 2025 Touches within the lit- X ML/AI, Hybrid, Cryptology, Touches Vulnerability
Security [179] erature Auditing for East-West Inter-  within  the  Taxonomy
face literature
Wireless  Sensor Networks 2025 Touches within the lit-  Touches WSN Resource management X Organization
(WSN) Review [174] erature within the  Frameworks including Security Chart/Taxonomy
literature
Survey on Data Plane Secu- 2025 Touches within the lit-  Only in gen-  General defense frameworks of Only NSL- No Taxon-
rity [36] erature eral Data Planes KDD omy
Malware Analysis [171] 2025 Touches within the lit- 4 controllers Malware detection frameworks Touches Frameworks
erature within  the  Taxonomy
literature

a: ML DOMINANCE

ML models are crucial for enhancing the capabilities of
IDSs. Yet it is an open discussion with the fundamentals
of ML models and success rates on the SDN datasets to
correlate with each other for a validated framework scheme
or a potential layered defense system.

b: IMPORTANCE OF FEATURE SELECTION

Selecting significant features within datasets is crucial for
the effectiveness, efficiency, and also in various datasets,
validity of ML models [62] used for DDoS detection and
mitigation [57]. However, selected features are addressing
specified network fields, which can be selected with an aim
rather than automated algorithms against potential overfitting
issues or senseless addressing.

c: DDOS ATTACK FOCUS

A primary application of ML in SDN security is the detection
and mitigation of DDoS attacks, as shown in Table 3.
Various ML models, including SVM [44], [48], [57], RF, and
DL models, have demonstrated effectiveness in classifying
network traffic and identifying malicious patterns [10], [45].
After considering the efficiency, the mentioned models can
be applied for a layered defense against specified threats.
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d: SDN CONTROLLER CAPABILITIES

Leading open-source controllers like ONOS and OpenDay-
light (ODL) address critical network requirements; where
ONOS stands out with its scalability for large-scale deploy-
ments, ODL excels in high-precision data plane control,
enabling flexible and reliable traffic management, as cited in
the Table 5, [149], [176].

e: P4-PROGRAMMABLE SWITCHES

offer significant advantages in network security by allowing
full control over packet processing actions via software.
This enables customizing forwarding logic and data plane
behavior to suit distributed processing [11], [42], [43], [61].
Leveraging P4 allows the ability to customize forwarding
logic and data plane behavior to suit distributed processing,
potentially boosting efficiency and reducing the burden on the
SDN controller [42], [61].

f: SDN FLEXIBILITY AND SCALABILITY

SDN’s programmable centralized controller gives network
administration employees more authority, allowing for more
seamless supervision [171], [172]. The network’s scalability,
flexibility, and programmability support its widespread usage
to create a dynamic environment [171], [172].
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B. COMPARISON WITH EXISTING RESEARCH

Table 4 compares existing surveys and review papers on
ML-Based SDN defenses, highlighting differences in scope,
taxonomy structure, and coverage of datasets, models,
controllers, and frameworks. This comparison positions the
present SoK relative to prior review efforts. Some focus on a
single security problem, such as DDoS [37], malware [171],
or data-plane vulnerabilities [36], while others take a broader
approach and look at multiple parts of the SDN architecture
and several types of attacks [178]. The way these works are
organized also differs. Some provide taxonomies that group
threats, defenses, and testing setups [36], [178], while others
evaluate algorithms or focus on defending a specific protocol
rather than presenting a general structure [148].

ML is given different levels of attention. In some works,
ML is the main topic, and there are direct compar-
isons of models, datasets, and performance results [178].
In others, ML is mentioned as part of the solution, not
as the main focus [148]. The treatment of controllers
also changes between studies. Some works show which
controllers are used most often and how they relate to certain
attacks or defenses [148], while many emphasize traffic
features [177], programmable data planes [36], or dataset
collection [179]

The handling of datasets is another point where these works
differ. The most thorough studies link datasets to specific
security problems and ML models, which makes it easier to
repeat results and compare them [179]. Others prefer to list
datasets with limited explanation of how they are used [148],
and some do not explicitly consider controller datasets [177].
Overall, the works that combine a clear taxonomy, evaluation
of ML models, mapping of controller use, and a direct link
between datasets and tasks provide the most complete and
reusable insights for SDN security research.

VI. FUTURE PERSPECTIVES

SDN security studies in the literature could address the
identified gaps through the seven future perspectives and the
outlined framework.

+ Enhanced Anomaly Detection through Explainable
Al (XAI): While current models detect anomalies
effectively, they often lack transparency. Integrating
Explainable Al into SDN anomaly detection can prove
why certain patterns are flagged, increase operator trust,
and provide deeper threat insights.

Could XAlI-driven IDS with specified ML techniques
over rationally selected Dataset fields on frameworks
uncover not just anomalies but also their contextual
causes in SDN traffic?

Could reinforcement learning allow SDN controllers
to autonomously reconfigure policies in real time to
combat novel attack vectors?

« Development of Adaptive Datasets via GANs: GANs
can generate evolving, realistic datasets that mimic
modern threats, training models to generalize better

40780

TABLE 5. Controllers used in research papers.

Controller Name Corresponding Papers

RYU [38], [40]-[42], [44], [46], [53], [S55]-
[57], [61], [163]

ODL [61], [153]

SDN-Wise X

POX [61], [156], [161], [170]

ONOS [42], [61], [63], [165]

Floodlight [61], [164]

SD-WAN X

ns-3 Library X

TensorFlow SDN X

across unseen attacks. This approach helps counter
dataset stagnation in SDN research.

Can GAN-based datasets drive continuous model
evolution and study validity against zero-day attacks
in SDN?

o Advancing Malware Detection via Anomaly-based

Methods: Anomaly-based detection approaches can
identify zero-day malware attacks by recognizing
patterns that deviate from normal network behavior.
This strategy complements traditional signature-based
methods and enhances overall SDN security. Can
anomaly-based detection algorithms be integrated
with ML models to create a more robust and adaptive
malware detection system in SDNs?

« Exploring Emerging Technologies like eBPF: With

the capability to run sandboxed code in the kernel,
eBPF [33] provides high-speed, programmable packet
filtering and telemetry at the data plane level. This
may optimize SDN performance through non-delayed
hardware actions and observability.

Could eBPF become a core mechanism for
lightweight, real-time packet analysis and policy
enforcement in future SDN systems?

o Security Zoning via Network Virtualization and

Slicing: Future SDN architectures may adopt network
virtualization and slicing to establish isolated security
zones tailored for each application. Using containeriza-
tion and NFV technologies, lightweight and specialized
ML models can be deployed within each slice. This
isolation prevents threat propagation across zones.
Could containerized ML-based intrusion detectors
deployed per network slice replace monolithic sys-
tems with a more resilient and distributed SDN
defense?

o Dynamic Security Policies via Reinforcement

Learning: Unlike static rules, reinforcement learning
can continuously adapt to threats by learning optimal
security policies through environmental feedback. This
enables responsive and intelligent SDN defense.

« Integration of Blockchain for Secure Logging and

Auditing: Blockchain offers a tamper-evident record of
security logs and configuration changes, strengthening
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TABLE 6. Summary of ML approaches in SDN security frameworks with success metrics.

Paper | ML Notes Acc., Prec., Paper | ML Notes Acc., Prec.,
Algorithms Rec. F1 Algorithms Rec. F1
[39] KNN, DT, IDS; Synthetic dataset 99% X [63] GAN, IDS; SIEM architecture; 98.67% | X
RF, ANN, Autoencoder, Datasets:CIC-ToN-IoT, CIC-
DNN, CNN SSA IDS2018, NF-UNSW-NBI15,
InSDN, InSecLab-IDS2018,
DNP3-CICFlowMeter, DNP3-
CustomParser
X 99.26% X 99%
[40] NB, KNN, IDPS; MitM detection; Blocking 99.96% | X [55] LSTM, CNN, Anomaly Detection; Zero-trust 99.65% | X
RF, CNN port clearing ARP cache as de- NetSeqDL framework for communication,
fense; Syntetic dataset monitoring; Datasets:Bennett
University dataset
X X X 99.35%
[47] Bi-GRU- IDS for Industrial systems; 99.87% | X [41] LR, SVM, IDPS, SOM for feature extrac- 98.8% 98%
CNN, Bi- Datasets:NSL-KDD, CIC-IDS- DT, RF, tion; Performance metrics; Syn-
GRU-LSTM, 2018, and N-BaloT GBM, KNN, thetic dataset.
Bi-GRU- XGBoost,
LSTM-CNN AdaBoost,
NB
X 98% X X
[42] RF, NB, LR, DDOS Attack Detection; Details 98.04% | 98.15% | [56] Deep Bi- IDS; Feature Selection; 98.77% | 97.66%
KNN about network protocols, P4 ; LSTM Dataset:InSDN
Dataset:CICDDo0S2019
99.82% | 98.98% 97.32% | 97.48%
(48] KNN, SVM, IDS; Feature Selection; Minimal 99.64% | 99.60% | [64] OCC-VAE IDS; FL; Dataset:InSDN 99.37% | X
CNN, overhead; Dataset:InSDN,Bot-
CTGAN, ToT,JoT-23
CoAtNet
XGBoost
99.58% | 99.59% 99.99% | X
[49] RF, DT, IDS; Resource consumption met- X X [43] RF IDS; P4; Syntetic dataset 97.33% | X
KNN, rics; Datasets:Bennett, IEC 60870-
XGBoost, 5-104
CNN, GRU
LSTM
99.97% | 99.97% X X
[57] CNN, DDoS attack detection with 16 fea- 99.75% | 99.8% [44] KNN, NB, Anomaly  Detection;  Syntetic 99.43% | 99.41%
BiGRU, tures; FL ; Syntetic dataset LR, RF, SVM dataset
LSTM-SVM
99.43% | 96.2% 982% | 972%
[10] NB, RF, | DDOS Attack detection; | 99.99% | 99.99% | [58] Bi-GRU- IDS; Dataset:E-TioT, ToN-IoT 99.15% | 99.31%
KNN, SVM, | Datasets:aikenkazin-kaggle LSTM
LDA
99.99% | 99.99% 98.97% | 99.14%
[11] RF, KNN, | DDoS attack detection; P4; | 98.28%| X [60] DNN Ecrypted IDS; Datasets:InSDN 87% 79%
DT, LSTM, | Datasets:CiCloT2023
CNN, GRU
MLP
97.57%| 98.76% 81% 79%
[152] | QTS-SGRU IDS with blockchain; | 98.04% | 98.80% | [158] CNN-Bi- DDOS attack detection; | 99.4% | 99.4%
Datasets:NSL-KDD GRU-AM Datasets:aikenkazin-kaggle
98.56% | 98.68% 99.0% | 99.4%
[59] CNN, LSTM, IDS;Performance analysis; 99.85% | 99.85% | [65] DNN IDS; FL; Datasets:NSL-KDD 96% 92%
KNN, DT, Datasets:NSL-KDD
DNN
X 94% X X
[45] KNN, RF, DDOS attack detection; Syntetic 100% 100% [159] DNN-LSTM DDOS attack detection; 98.84% | 98.54%
SVM, GMM dataset Datasets:CICDDOS2019,
CICIDS2017, CICIDS2018,
CTU-BOTNET, DARPA98,
UNSW-NBI5
100% 100% 98.65% | 98.33%
[46] LR, SVM, DDOS attack detection; 99% X [163] GNB, LR, DDOS attack detection and mit- 95.29% | 95.41%
DT, RF, | Datasets:Bennett AdaBoost igation; Blocks attacker ports to
KNN Classifier mitigate; Syntetic dataset(D-ITg,
HTTPref)
X X 9529% | 95.31%
[168] LGBM, XG- Malware detection; Feature 98% X [169] LDA, GNB, Botnet detection; Datasets:Neris, 96.83% | 93.28%
Boost, DNN, extraction, grey scale image LR, NN, DT, Rbot, Virut, QakBot, Trickbot
CNN 64x64; Datasets:EMBER, RF, LSVC
PEMachineLearning, BODMAS
X 98% 98.2% | 95.66%
accountability and forensic readiness across SDN Security Mechanisms: Quantum advancements
infrastructures. may render traditional cryptography obsolete.
Might  blockchain-backed auditing become Forward-looking SDN designs must proactively
the backbone of verifiable and immutable integrate quantum-safe algorithms to future-proof
SDN security monitoring? Quantum-Resistant communications.
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TABLE 7. Summary of ML approaches in SDN security studies with metrics.
Paper | ML Notes Acc., Prec., Paper | ML Notes Acc., Prec.,
Algorithms Rec. F1 Algorithms Rec. F1
[160] GRU IDS; Data balancing wtih GAN; 97.9% | 98.1% [161] RF, DT, DDOS attack detection, IDS; 99% 99%
Datasets:InSDN, EDGE-IIoT, KNN, SVM, Datasets:CICDD0S2019
BoT-IoT NB, LR
98.5% | 982% 99% 99%
[50] XGBoost IDS; Multi-controller; 98.5% 97.0% [51] XGBoost, IDPS; Feature extraction; 100% 100%
Datasets:Bennett RF, DT, Datasets:InSDN
DNN
97.0% | X 100% 100%
[52] RF, XGBoost, IDS; Execution time metrics 99.96% | 99% [162] Osprey Opti- IDS; Datasets:IW-IB-5GNET 98% 97.4%
LGB Datasets:InSDN mized Versa-
tile RF (I00-
VRF)
95% 96% 94% 93%
[38] LR, SGB, IDPS; Recursive Feature Elimi- 99.18% | 98% [164] RF.,DT, SVM, DDOS attack detection and miti- 99.71% | 99.62%
DT, NB, nation (RFE), Chi-Square , RF; KNN, LSTM gation without interrupting traffic;
MLP Datasets:InSDN, NITSDN Syntetic dataset
100% 99% 99.87% | 99.74%
[170] SSRNN Botnet  detection; Datasets:N- 96.6% 95.71% | [61] RF, KNN, IDS; Multi-controller and 99.25% | 98.41%
BaloT DT, SVM, P4; Efficiency metrics;
GNB, BLR Datasets:CICIoT2023
(Binary LR),
MLP, CO-
STOP
95.6% | 95.58% X 98.83%
[153] SVM, KNN, IDS; Feature extraction with 95% 93% [53] K-NN, RF DDOS attack detection; Bandwidth 99.9% 100%
SVM-KNN min-max scaling and z-score; ., XGBoost, metrics;  Datasets:CICIDS2017,
Datasets:NSL-KDD FFNN, MLP Edge-IIoTset
91% 92% 99.99% | 99.99%
[12] CNN-GNN DDOS attack detection; Syntetic 98% X [165] RF, LSTM, IDPS, Moving Target Defense; 99.97% | X
dataset SVM, CNN, Syntetic dataset
MLP
X 90% X X
[166] ANN DDOS Attack detection; 98.89% | X [154] LR, KNN DDOS attack detection; Syntetic 99.96% | 99.75%
Datasets:KDD Cup 99 dataset
X X 99.85% | 99.80%
[62] DNN-LSTM IDS; FL; Syntetic 98% X [54] XGBoost, DT IDS; Datasets:MOORE-SET, 98% X
ISCX VPN-nonVPN
X X X X
[68] CNN-LSTM IDS; Datasets:InSDN 99.19% | 99.03% | [155] KNN IDS; houndreds of datasets X 95%
99.05% | 99.02% 100% 94%
[156] KNN 1DS; Dataset benchmarking 99% 99% [157] LightGBM IDS; Syntetic dataset 99.02% | 99%
Datasets:NSL-KDD,
CICIDS2017, CIC-DD0S2019
X 99% 99% 99%
Should SDN frameworks begin adopting An outlined framework, addressing the articulated materials

quantum-resistant ciphers to preempt vulnerabilities
in the post-quantum era?

A. A HYBRID MODEL

As answers for validity, efficiency, and security problems
on future SDN deployments, examining the current results
from the literature, it is possible to envision a hybrid IDPS
architecture that balances cost efficiency with detection
accuracy and technical validity. The framework leverages DL
for continuous passive monitoring, providing low-latency,
high-accuracy baseline detection without the operational
overhead of paradigms such as Moving Target Defense or
Zero-Trust enforcement.

Under normal network conditions, a DL-based passive
detection layer continuously analyzes aggregated traffic
flows. When anomalous behavior or threshold-triggered
alarms occur, such as during suspected DDoS cam-
paigns, Man-in-the-Middle (MitM) attempts, or web appli-
cation exploitation, an active mitigation layer is engaged.

40782

by the taxonomy details provided in the following:

o InSDN could be applied as attack-type-specific, lever-
aging realistic dataset for instance-based learning and
robust evaluation.

o GANsS can potentially balance the dataset by generating
realistic samples that are representative of the actual data
distribution.

o Multi-controller architecture with ONOS, or ODL, for
cost-effective and scalable deployment could be framed.

o Sequential Models (e.g., LSTM) for DDoS attack
detection, exploiting the temporal correlation inherent in
volumetric and protocol-level flooding patterns.

« CNN for web application attack labeled fields detection,
learning from repetitive functional patterns in front-
end/back-end interactions to uncover obfuscated enu-
meration or injection attempts.

o P4 could be used for early detection and response to
DDoS attacks on the Data Plane level, using tree-based
ML models without an efficiency cost.
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« eBPF for cost-effective prevention/mitigation, enabling
robust field-level matching to react against malicious
behavior on the action in.

For feature extraction and selection, a neutral approach
is suggested, taking into account the risk of overfitting.
In this context, the outlined framework will potentially
use the most varied resulting datasets, using GAN for
specific attack scenarios, the best effective/efficient trade-
off detection with sequential models, a layered defense
addressing from physical to application, a cost-effective
mitigation strategy for DDoS with P4, and a general solution
with eBPF. Architecture could potentially achieve scalable
threat coverage without sacrificing real-time responsiveness
to address the gap in the literature. This design aligns with the
resource-sensitive nature of large-scale SDN environments,
positioning it as an adaptable model for next-generation
programmable networks.

VIl. CONCLUSION

This SoK addresses critical validity gaps in SDN security
literature by synthesizing evidence across five research
questions. The analysis confirms that: (1) real-world applica-
bility requires fine-tuning ML efficiency/effectiveness trade-
offs via field-matching within layered defenses; (2) dataset
validation necessitates strategies for field alignment and
class balance using datasets like InSDN augmented by
GAN:Ss; (3) ML success validation requires explicit matching
of model families to dataset fields within computational
constraints; (4) research balance demands multi-controller
frameworks (e.g., ODL/ONOS) to address scalability and
heterogeneity; and (5) optimal SDN security frameworks
must integrate hardware-aware mitigation (P4/eBPF) with
field-specific model selection. Crucially, this synthesis iden-
tifies a conceptual framework for future implementation
where dataset fields are dynamically aligned with ML models
within a layered defense system, computational efficiency
is monitored, and models are selected against burden, as a
validated pathway to bridge literature gaps. This approach
directly addresses the absence of production-ready validation
mechanisms for real-world SDN security, providing an
open-ended direction for future work without committing to
implementation.
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