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ABSTRACT

Large Language Models (LLMs) have demonstrated impressive abil-
ities in tackling tasks across numerous domains. The capabilities of
LLMs could potentially be applied to various computer network-
ing tasks, including network synthesis, management, debugging,
security, and education. However, LLMs can be unreliable: they are
prone to reasoning errors and may hallucinate incorrect informa-
tion. Their effectiveness and limitations in computer networking
tasks remain unclear. In this paper, we attempt to understand the
capabilities and limitations of LLMs in network applications. We
evaluate misunderstandings regarding networking related concepts
across 3 LLMs over 500 questions. We assess the reliability, explain-
ability, and stability of LLM responses to networking questions.
Furthermore, we investigate errors made, analyzing their cause,
detectability, effects, and potential mitigation strategies.
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1 INTRODUCTION

Large Language Models (LLMs) have experienced rapid growth
in recent years, showcasing remarkable capabilities in generating
human-like text, answering questions, and making useful infer-
ences across various tasks. These advancements have resulted in the
widespread adoption of LLMs across numerous domains. Notably,
ChatGPT, a chatbot based on Generative Pre-trained Transformer
(GPT) models [6, 48], has emerged as the fastest-growing applica-
tion of all time [29]. The success of LLMs has spurred interest and
potential applications across numerous industry segments [7], with
various academic domains demonstrating a variety of revolutionary
potential use cases [47, 53, 55, 57].

The networking community is no exception. LLMs are already
being considered for various applications within network engi-
neering, including network configuration [45, 62], extracting pro-
tocol specifications [52], automating code generation for network
management [43], and even networking tasks such as viewport
prediction and adaptive bitrate streaming [67]. New use cases are
likely to emerge in the future. LLMs have demonstrated excep-
tional performance in addressing a variety of challenges akin to
those encountered in networking, including code generation [41],
anomaly detection [55], root-cause analysis [11], and software ver-
ification [57]. While the integration of LLMs into networking ap-
plications appears inevitable, our present understanding of the
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potential and constraints of LLMs in addressing tasks related to
computer networks is limited. Despite the impressive capabilities,
LLMs are known to be far from perfect. They are prone to hallu-
cinations [49], often contain inaccuracies in given facts [61], and
frequently exhibit issues with reasoning [3]. To utilize the power
of LLMs while avoiding such issues, understanding the capabilities
and limitations of LLMs in network applications is crucial.

However, what does it mean for LLMs to be useful for network-
ing applications? How do we evaluate their potential utility and
harms? Perhaps we are interested in questions such as: do LLMs
comprehend! networking jargon? Are they familiar with network-
ing concepts? Can they reason through networking problems? In
what topics do they excel, and where do they falter? And if they
do make errors, how easily can these be detected? In this paper,
we try to understand the capabilities and limitations of LLMs in
network applications. We analyze the reliability, explainability, and
stability of LLM responses to networking questions. Additionally,
we analyze LLM misunderstandings, exploring their causes, de-
tectability, effects, and viable mitigation strategies. We conduct a
thorough examination of LLM answers to questions sourced from
online courses and practice materials for network management
certifications. We systematically analyze every incorrect response
across multiple dimensions, utilizing a taxonomy we developed.
Our analysis encompasses over 500 questions and involves three
popular LLMs: GPT-3.5 [6], GPT-4 [48], and Claude 3 [1].

Some of our key findings are:

o Although LLMs can at times correctly answer even advanced
networking questions, they frequently make very simple mis-
takes that humans are unlikely to make. Some of these mis-
takes can be detected by individuals with basic networking
skills, but many incorrect answers are likely to go unnoticed.

e GPT-4 and GPT-3.5 struggle with certain topics, such as
questions pertaining to IP addresses.

o Self-correction, which is prompting LLMs to analyze and
refine their own answers, can improve the performance in
some topics (e.g., handling IP addresses) but degrade it in
others.

e Incorrect explanations by LLMs can cause serious miscon-
ceptions about networking concepts in the reader. More ad-
vanced LLMs can cause even more misconceptions because
their hallucinations are more believable.

e We can mitigate some of the harms of LLMs through minimal
human oversight, resulting in up to 15% increase in accuracy.

'LLMs lack human-like understanding and are often likened to “stochastic parrots” [4]
as they are trained solely to predict the next word. Nonetheless, we employ anthropo-
morphizing terms for descriptive convenience.
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e The model’s confidence in its answers can be utilized to
detect some errors, but this confidence is not well-calibrated
across all types of errors and topics.

o Conceptual or informational recall errors represent the pri-
mary cause of inaccuracies across all LLMs. This highlights
the potential for enhancing performance by pre-training
LLMs on text specifically related to networking, laying a
stronger foundational understanding of the domain.

e The responses provided by LLMs lack stability and can fluc-
tuate with even minor variations in the prompt.

We have released our datasets and analysis 2. We hope this study
provides valuable insights to the industry regarding the feasibility
of employing LLMs for network management, to equip researchers
with practical guidance on leveraging LLMs for networking pur-
poses, and to offer educators insights into the effective utilization
of LLMs as educational aids.

2 RELATED WORK

In recent years, LLMs have shown impressive performance across
various tasks, including answering medical queries [12, 34, 53],
performing legal tasks [19, 47], solving problems in mathemat-
ics [16, 18, 66] and general sciences [2, 8], helping with code [41, 54],
facilitating education [17, 63], performing anomaly detection [55],
root-cause analysis [11], and software verification [57]. While there
has been prior work to explore the usage of LLMs for network
configuration [45, 62] and network operations [33, 44], to the best
of our knowledge, there is currently no existing evaluation study
focusing on general networking-related question and answers.

While most of the prior studies measure the performance of LLMs
based on their accuracy (e.g., correct answers), some attempt to
give a deeper analysis of the responses. Singhal et al. [53] employed
manual analysis of LLM responses to medical queries to measure
agreement with scientific and clinical consensus, likelihood and pos-
sible extent of harm, reading comprehension, and recall of relevant
clinical knowledge. Wang et al. [61] used human analysis to assess
the factual correctness of LLM responses across various datasets.
Liang et al. [39] developed a taxonomy incorporating metrics such
as fairness, bias, toxicity etc., to measure the capabilities and limi-
tations of LLMs, employing different datasets for evaluating each
metric. In our work, we categorize the performance of LLMs using
metrics relevant to our target application—computer networking.
This method of devising a taxonomy to understand performance
is common in studies of software bugs [9, 10], and we employ it
to analyze the errors made by LLMs in responding to networking
questions. We use insights from studies involving misunderstand-
ings in students on mathematical concepts [38, 46, 58, 60] and
sciences [36, 56] to develop our methodology on understanding the
cause of errors made by LLMs.

3 METHODOLOGY

To understand the capabilities and limitations of LLM in answering
questions related to computer networking, we analyze answers
from three different LLMs: gpt-3.5-turbo-0125 (GPT-3.5), gpt-4-1106-
preview (GPT-4), and claude-3-opus-20240229 (Claude 3). We an-
alyze the performance of these LLMs on practice questions for

Zhttps://github.com/mudbri/LLM-Network-Eval
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CCNA 200-301 exams [13] and online networking courses. Our
questions set consists of 503 multiple-choice questions (MCQs)>.
We categorize courses into three groups: basic [26, 59] (148 ques-
tions), advanced [24, 69] (123 questions), and Cisco certification-
related [13, 14] courses* (232 questions). Additionally, we report
results for questions from these courses that involve IP addresses
(82 questions).

While most prior studies on evaluating LLMs across different
applications focus solely on accuracy (i.e., percentage of correct
answers), this metric alone offers only a shallow overview of the
models’ capabilities and limitations [5, 28, 30, 70]. To gain a compre-
hensive understanding of LLMs’ potential, we perform a detailed
examination by manually analyzing the explanations across various
dimensions (Section 3.1). We provide explicit instructions to the
LLMs, asking them to select the correct choice, provide explanations
for their answers, cite relevant sources of information, and report
their confidence level in each response. Subsequently, we analyze
the answers, focusing on the incorrect answers to recognize the
models’ limitations and identify potential areas for improvement.
Each answer was analyzed independently by at least two students
with relevant knowledge and disagreements were resolved by a
third student. We observed moderate agreement in the explain-
ability category (Cohen’s Kappa = 0.44) and substantial agreement
in all other categories (Cohen’s Kappa > 0.60). Additional details
on the prompt, parameters, courses, and disagreement metrics are
provided in the appendix.

We also use our results to derive strategies to improve the perfor-
mance of LLMs on networking questions. We employ four strategies:
self-correction [42], one-shot prompting [6], majority voting [35],
and fine-tuning, all of which have demonstrated performance im-
provements in prior work in other domains. Self-correction in-
volves LLMs refining their responses based on feedback to their
previous outputs. One-shot prompting involves providing a single
example of the task (in this case, answering networking questions)
within the prompt. Majority voting involves using the answer that
most models agree upon. In our case, we perform simple majority
voting by selecting the answer that two of the three LLMs agree
on’. Fine-tuning is a process where a pre-trained language model
is further trained on a specific dataset to adapt it to a particular
task or domain. Finally, we compare the accuracy of our chosen
LLMs with that of smaller, open-source models.

3.1 Taxonomy

We analyze the performance of LLMs along the following dimen-
sions:

1. Accuracy: Accuracy represents the correctness of answers
provided by LLMs. It enables the quantification of LLM capabili-
ties on answering questions, providing a crucial baseline for more
comprehensive evaluations. Moreover, accuracy facilitates compar-
ative analyses among various LLMs across diverse topics, offering
insights into their relative strengths and weaknesses.

3Employing MCQs to assess the performance of LLMs is a common approach [15, 32,
40] for question-answering benchmarks.

4Cisco certification-related courses are categorized separately because they focus on
questions directly relevant to network operators.

SIf there is no agreement on the answer, we select the answer provided by the best-
performing LLM, which, in our case, was Claude 3.

Volume 54 Issue 4, October 2024


https://github.com/mudbri/LLM-Network-Eval

Method: We allocate equal weight to each question and employ
a “right-minus-wrong” grading methodology. Here, the score for
each question is determined by subtracting the number of chosen
incorrect answers from the number of chosen correct answers. This
approach enables partial credit allocation, contributing to a more
nuanced evaluation process.

2. Detectability: This pertains to how easily errors in LLM
outputs can be identified. Considering the propensity of LLMs to
generate misleading information that appears credible [49], evaluat-
ing detectability is crucial. Undetected errors can result in miscon-
ceptions about networking concepts and hinder efficient network
management, leading to issues such as misconfigurations, misun-
derstandings of network architecture, and inaccurate debugging.
Method: We employ two different methods to evaluate error de-
tectability. Firstly, we assess whether individuals with basic net-
working knowledge (e.g., college students) could identify errors in
LLM answers by examining the accompanying explanations. Sec-
ondly, we analyze the confidence levels of LLMs in their responses
by studying the likelihood of each token prediction within the pro-
vided answer choices. GPT-4 and GPT-3.5° provide log probabilities
of every output token, indicating the likelihood of each token oc-
curring in the sequence given the context, serving as a measure of
the model’s confidence in its output.

3. Cause: For every incorrect answer, we analyze the underly-

ing causes of the misunderstanding. It is important to understand
the reasons behind the errors made by LLMs. This entails evalu-
ating their grasp of technical terminology and concepts pertinent
to networking, as well as their ability to reason through network-
ing problems. Understanding the causes not only highlights the
limitations of LLMs but also sheds light on areas for improvement.
Furthermore, it offers users valuable perspectives on the applica-
bility of LLMs to their specific scenarios and suggests potential
strategies for error mitigation.
Method: Here, we look at 3 steps of answering a question. (i) Under-
standing the question, (ii) Finding relevant facts/concepts necessary,
and (iii) Reasoning through the relevant facts (building relevant con-
nections between facts and question goals) to answer the question.
We note where in that logical process a mistake is made. Further-
more, we conduct a finer-grained analysis to elaborate on the causes
of misunderstandings, introducing additional categories to describe
misinterpretations of questions and reasoning errors.

4. Explainability: Explainability refers to the quality of explana-

tions provided by LLMs in support of their answers. Measuring the
explainability of these models is crucial for practical applications.
Since LLMs are anticipated to work alongside humans, it is impera-
tive that they not only execute networking-related tasks effectively
but also offer clear explanations for their decisions, preferably with
credible sources for their information.
Method: We manually check whether the explanation effectively
communicates why the answer is correct. Additionally, we check
each source cited in the explanation, assessing (i) the authenticity of
the sources (e.g., functional links, legitimate books), (ii) the nature
of the sources (e.g., book, RFC, article, documentation), and (iii) the
relevance of the sources to the question at hand.

®Claude 3 does not offer per-token probabilities.
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5. Effects: This is to measure the impact of wrong answers on the
users. We want to know if the explanation given by the LLM could
cause conceptual misunderstandings. Seemingly reliable misinfor-
mation poses a significant danger, as inaccurate information can
persist despite correction [25, 51], can impede skill acquisition [20],
and even replace previously correct knowledge [23]. Understanding
the possible effects of errors would help users identify when to use
LLMs and how much to rely on them. For topics that could cause
critical harm, reliance on LLMs at this stage should be low.
Method: For every wrong answer, we assess whether the explana-
tion has the potential to induce a conceptual misunderstanding and
identify the specific technical concept that could be misconstrued
by users as a result of a misconception (i.e., the subtopic underlying
the misunderstanding).

6. Stability: Stability is the ability to adapt to variations in tasks.
It is crucial in networking, as consistent decision-making is essen-
tial for ensuring the comprehensibility and stability of networks. It
is important that LLMs maintain stability and avoid yielding vastly
different decisions in response to minor changes in prompts.
Method: To assess this, we prompt the LLMs to answer the same
questions but rearrange the order of choices. We report the differ-
ences in scores compared to the original answers. A stable model
should have very few differences, as changing the order of choices
ideally should not alter the provided answers at all.

4 RESULTS

In this section, we present results obtained by applying our method-
ology to the answers provided by LLMs to networking questions.

4.1 Accuracy

Figure 1a illustrates’ the accuracy of LLMs across different cate-
gories of questions. Overall, Claude 3 and GPT-4 demonstrate high
accuracy in answering networking questions (89.6% and 88.7% re-
spectively), whereas GPT-3.5 shows much lower accuracy (76.0%).
For basic networking courses, all three LLMs achieve over 90% ac-
curacy. However, accuracy drops notably for advanced questions,
likely due to less exposure to advanced concepts in their training
data compared to basic ones. When examining questions in the
dataset that contain IP addresses, both GPT-based models perform
notably worse, suggesting that they struggle to handle or interpret
IP addresses correctly. Our analysis revealed that while LLMs often
identify correct concepts and information, they may make small
mistakes in applying those concepts. We labeled answers as infer-
able if a student with basic understanding in the field could likely
deduce the correct answer from the explanation. With answer infer-
ence, GPT-3.5 demonstrates marked improvement in Cisco-related
and IP-related questions (Figure 1b). This highlights that human
involvement can substantially enhance the effectiveness of LLMs.

4.2 Detection

4.2.1 Detection by humans. Figure 1c displays the accuracy of
LLMs after filtering out answers identifiable as erroneous by in-
dividuals with a basic understanding of networking concepts. We
notice that errors are usually more frequently detectable in GPT-4

7We present error bars to show the standard variation in accuracy across 5 runs and
use results from a representative run for further analysis in the remainder of the paper.
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Figure 1:

Accuracy of LLMs across different categories of questions

and GPT-3.5 as compared to Claude 3. This is primarily because
Claude 3 tends to make conceptual errors and provides convincing
explanations, making error detection more challenging. Overall,
the accuracy of all LLMs across all question types improves with
human filtering of answers, indicating that human intervention can
mitigate the potential harm caused by incorrect LLM answers.
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Figure 2: Percentage of answers retained and accuracy when discarding an-
swers with model confidence below the cutoff

0.0 0.2 0.8 1.0

GPT-3.5 GPT-35 GPT-+4 GPT-4

(correct) (incorrect) (correct) (incorrect)
Overall 0.960 0.845 0.988 0.889
Advanced 0.902 0.809 0.978 0.889
Basic 0.983 0.865 0.993 0.893
Cisco-Related 0.961 0.878 0.988 0.889
Containing IPs 0.913 0.886 0.985 0.887

Table 1: Average log probabilities, GPT’s estimation of confidence of tokens,
for correct and incorrect answers across different types of questions. Higher
value means higher confidence

4.2.2  Machine Confidence. Another potential method to detect
errors is to use the models’ confidence? in their own answers. Ta-
ble 1 illustrates that the model confidence is on average higher
on correct answers than it is for incorrect answers. This finding
suggests the possibility of establishing a confidence cutoff, below
which answers are considered untrustworthy. As depicted in Fig-
ure 2, raising the cutoff increases model accuracy but reduces the
number of answers deemed trustworthy. Selecting an appropriate
cutoff, based on LLM performance and task accuracy requirements,
can minimize undetected errors by LLMs. Furthermore, we also
found that errors identifiable by humans show similar model con-
fidence levels to those that are not, suggesting that humans can
detect errors that using model confidence cutoffs might miss.

81n this section, we use the log probabilities provided by the LLMs for individual tokens
of the answers as a measure of confidence. Additionally, we instructed the LLMs to
verbalize their confidence level for each answer. However, this verbalized confidence
was nearly always static, making it ineffective for error detection.
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GPT-3.5 GPT-4
Overall 0.169 0.086
Advanced 0.250 0.192
Basic 0.072 0.015
Cisco-Related 0.196 0.084
Containing IPs ~ 0.349 0.167

Table 2: Expected Calibration Error (ECE) across different types of questions
(lower is better)
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Figure 3: Causes of misunderstandings in incorrect answers

We also use the expected calibration error (ECE) [27], a metric
commonly used to assess if the model’s confidence in a prediction
accurately reflects the probability of it being correct. This involves
binning the LLM predictions by their confidence levels and measur-
ing the average accuracy within each bin, weighted by the fraction
of samples in each bin. The results in Table 2 show that overall, GPT-
4 is better calibrated than GPT-3.5. However, for advanced courses
and questions related to IP addresses, both GPT-3.5 and GPT-4 are
poorly calibrated. This indicates that model confidence may not be
a reliable indicator of accuracy for these types of questions.

4.3 Cause

Figure 3 shows the root causes of misunderstandings across the
three LLMs. We observe that the majority of errors stem from ei-
ther a failure to identify the relevant information/concepts or an
incorrect recall of pertinent information/concepts, both categorized
under “Incorrect information/concept”. Moreover, LLMs demon-
strate familiarity with most networking terminology, making only
a few mistakes in interpreting questions. This suggests that training
on more relevant networking data could enhance performance, as
LLMs are likely to exhibit improved recall of pertinent information
and concepts with relevant additional data. Further analysis of the
causes of misunderstandings revealed that many of the reasoning er-
rors made by LLMs are simple ones unlikely to be made by humans,
such as selecting the incorrect choice despite providing a completely
correct explanation. Moreover, a significant majority of errors made
by GPT-based models in questions containing IP addresses stem
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from misinterpretation of IPs (Figure 4). For instance, GPT-3.5 pro-
vided the following explanation for one of its incorrect answers,
erroneously counting the number of “1s” in octets: “The subnet mask
255.192.0.0 in binary is 11111111.11000000.00000000.00000000. This
mask has 18 bits set to 1 (16 bits from the first two octets and 2 bits
from the third octet)”. These type of errors account for the relatively
lower performance of GPT-based models on IP-related questions.
These findings highlight the importance of targeted model train-
ing and tokenization on relevant networking data to improve LLM
performance and show the need for careful evaluation of model
capabilities, particularly for tasks involving IP addresses.

4.4 Effects
GPT-3.5 GPT-4 Claude 3
Overall 56/141 (39.7%)  45/80 (56.3%)  39/71 (54.9%)
Advanced 31/64 (48.4)%  33/49 (67.4%) 25/39 (64.1%)
Basic 4/15(26.7%)  1/3(33.3%)  1/9 (11.1%)

Cisco-Related
Containing IPs

21/62 (33.9%)  11/28 (39.3%)  13/23 (56.5%)
10/36 (27.8%)  9/18 (50.0%)  8/12 (66.7%)

Table 3: Fraction of errors likely to cause misconceptions across different types
of questions

Table 3 displays the proportion of errors potentially leading to
misconceptions. Despite GPT-3.5 exhibiting lower overall perfor-
mance, its explanations are relatively less prone to causing miscon-
ceptions compared to Claude 3 and GPT-4. This is primarily because
GPT-3.5 generates less persuasive explanations for incorrect con-
cepts and frequently commits easily identifiable errors. Additionally,
the likelihood of causing misconceptions increases for advanced
questions. This is often due to instances where LLMs fail to recall
correct information or concepts, resulting in the generation of plau-
sible yet erroneous hallucinations that may lead to misconceptions
in readers. Figure 5 shows the topics of misconceptions for each
LLM. Claude 3 tends to induce numerous misconceptions regarding
basic networking concepts, whereas GPT-4 triggers significant mis-
conceptions related to network security concepts. GPT-3.5 tends
to elicit numerous misconceptions concerning topics in network
administration and advanced networking. These findings highlight
the need for careful selection of LLMs based on their tendency
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to cause misconceptions, especially for advanced and specialized
topics.

4.5 Explainability

GPT-3.5 GPT-4 Claude3
Incorrect answers 141 80 71
Sources provided 59 196 155
Sources working 35 130 105
Sources relevant 23 99 89

Table 4: Details about sources provided in incorrect answers by LLMs

To assess the explainability of LLMs in answering networking-
related questions, we analyzed whether the answers included sen-
sible explanations for the selected choices. We found that GPT-4
provided good explanations 91.3% of the times, Claude 3 did so
81.7% of the time, and GPT-3.5 only 73.1% of the times. While this
data is only for incorrect answers, it reveals significant differences
in explainability across LLMs.

We also examine the sources each LLM cited to support their
answers (Table 4). All LLMs cited reliable sources, with Claude
3 and GPT-4 even citing many research papers when answering
questions related to more advanced concepts. GPT-3.5 offered few
sources, many of which were either non-functional or irrelevant.
In contrast, both Claude 3 and GPT-4 provided multiple sources per
answer, with nearly two-thirds being functional and almost half
relevant. GPT-4 and GPT-3.5 predominantly provided website links,
while Claude 3 frequently referenced book chapters, which may
be less convenient. These findings suggest that GPT-4 might be a
more preferable choice for tasks requiring high explainability, such
as LLM-based network management with human involvement or
education.

4.6 Stability

We assessed the stability of the LLMs by evaluating their perfor-
mance on the same questions with reordered answer choices. A
stable model should not be affected by minor changes to the task
description, such as different choice orders for the same MCQ. How-
ever, we observed that this simple change resulted in significant
differences in the outputs of all LLMs. GPT-3.5, GPT-4, and Claude
3 showed differences in 14.5%, 9.0%, and 9.5% of answers, respec-
tively®. This indicates that LLMs are not very stable. In the context
of networking operations where consistency is required for a lot
of tasks (e.g., configurations, querying network state, reacting to
changes), the instability of LLMs renders them unreliable.

9We observed similar results even when we minimized the randomness in LLM output

by setting the temperature parameter to its minimum value, suggesting that reducing
the randomness of the model does not make it much more stable.
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4.7 Improvement Strategies

GPT-3.5 GPT-4 Claude3
Overall -0.7% -0.3% -6.3%
Advanced -4.2% +0.1% -8.4%
Basic -1.4% -2.0% -5.4%
Cisco-Related +1.6% +0.6% -5.7%
Containing IPs ~ +12.0%  +4.9% -6.5%

Table 5: Change in accuracy through self-correction

4.7.1  Self-correction. Table 5 shows the change in accuracy
through self-correction. Overall, performance deteriorates for all
LLMs. This is consistent with findings in [31]. Notably, Claude
3’s performance declines across all question categories, whereas
GPT-4 and GPT-3.5 show improvement for questions containing IP
addresses. This suggests that while self-correction may generally
reduce performance, it can enhance accuracy for certain question

types.

GPT-3.5 GPT-4 Claude3
Overall +0.6% +1.1% +0.8%
Advanced +0.7% +1.9% +1.9%
Basic +1.9% +0.7% +1.6%
Cisco-Related -0.4% +1.0% -0.3%
Containing IPs ~ -2.9% +1.1% +0.1%

Table 6: Change in accuracy through one-shot prompting

4.7.2  One-Shot Prompting. Table 6 shows slight improvements
in the overall performance of all three LLMs through one-shot
prompting. The results suggest that while the improvement is not
substantial, one-shot prompting can still provide a beneficial edge
in certain scenarios. These findings indicate that further explo-
ration of prompting strategies [64, 65] could potentially yield more
significant performance gains for networking applications.

4.7.3  Majority Voting. Compared to the best-performing LLM,
majority voting increased the overall performance by 0.4% but
decreased the performance in every individual category. While
majority voting might be a viable technique with a different set of
LLMs and tasks, our results do not conclusively support its usage.

4.7.4  Fine-tuning. We fine-tuned GPT-3.510 on 1,155 network-
ing question and answers that resembled our target dataset. How-
ever, this did not result in any noticeable improvements (see Fig-
ure 10 in the appendix). As [68] highlights, most knowledge and
concepts in LLMs are learned during pre-training, suggesting fine-
tuning may have limited impact on addressing deeper conceptual
and reasoning issues. Further research is needed to assess the effi-
cacy of fine-tuning for networking.

4.8 Open Source LLMs

We also compared the performance of our chosen LLMs with smaller
models by evaluating three popular open-source models: Llama3.1
(Meta-Llama-3.1-8B-Instruct), Gemma2 (gemma-2-9b-it), and Mis-
tral (Mistral-7B-Instruct-v0.2) in their default settings. While these
models each have fewer than 10 billion parameters compared to

OSupport for fine-tuning gpt-4-1106-preview and claude-3-opus-20240229 was not
available at the time of writing.
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Figure 6: Comparison of the performance of open-source LLMs with GPT-3.5.

GPT-3.5’s 175 billion, Gemma2’s performance is notably close to
that of GPT-3.5. Despite this, GPT-3.5 still outperforms the smaller
models in all categories (Figure 6).

5 LIMITATIONS AND FUTURE WORK

In this section, we discuss some limitations of our study. Firstly, we
had to manually analyze misunderstandings based on our taxonomy.
While this is a common approach when dealing with unstructured
data, such as in software engineering bug studies, our taxonomy
might miss some useful dimensions. In the future, we aim to explore
methods that enable automated categorization of misunderstand-
ings. Secondly, there is a risk that LLMs may have encountered the
answers of our test questions in their training datasets, leading to
memorization. While this concern exists for most evaluation studies
on LLMs, we minimize the impact of memorization by focusing
on analyzing the errors. Lastly, we evaluated the models only on
multiple-choice questions (MCQs), which might be simpler than
real-world tasks. Although MCQs represent a controlled environ-
ment, our goal was to analyze the best-case scenario for LLMs. If
LLMs struggle with certain topics even in MCQs, they are unlikely
to perform well in real-world tasks related to those topics.

In the future, we aim to evaluate LLM performance on open-
ended tasks and compare their results against those of experts to ob-
serve differences in approach and outcomes. We also intend to lever-
age multimodal LLMs to assess their understanding of networking-
related diagrams (e.g., topologies) and explore Retrieval-Augmented
Generation [37] to determine whether it enhances the ability to
interpret network-specific text (e.g., logs, RFCs), thereby evaluating
the real-world effectiveness of LLMs on networking tasks.

6 CONCLUSION

In this study, we conducted an in-depth analysis of the performance
of three different LLMs on over 500 questions related to computer
networking. We found that while some LLMs (GPT-4 and Claude 3)
achieved above 88% accuracy on multiple-choice questions, they
frequently made simple errors, which can lead to misconceptions
about networking concepts. Furthermore, LLM outputs were not
stable and could change with minor fluctuations in the input text.
Our analysis revealed that GPT-4 and GPT-3.5 notably struggled
with handling IP addresses. However, many of these errors are eas-
ily detectable, which can help minimize their impact. Even when
errors occur, LLMs often provide relevant information that can be
used to infer the correct answer. Finally, we discuss four strate-
gies for improving LLM performance in networking tasks. While
these strategies can improve performance on some topics, they may
degrade it on others. Applied with caution, they can be effective.
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A PROMPTS AND SETTINGS

A.1 Prompt
We used the prompt given in Figure 7 for evaluating LLMs.

As a virtual assistant specializing in computer networking, your
task is to analyze and respond to multiple-choice questions from
a course related to [course-name]. For each question, you are to
identify the correct option(s) from the given choices. Your response
should include:

- The selected option(s) using their corresponding letter(s)
in lowercase (e.g., a, b, ¢, d) or combination thereof if multiple
selections are correct. Separate multiple selections with commas
(e.g., a, ¢).

- A concise explanation with reasons for your answer.

- An estimated confidence level in your answer, expressed as a
decimal between 0 and 1.

- List of reputable sources of any fact, concept, or information used
when answering the question. You can include multiple sources
here.

Format your response in JSON with keys for “answer”, “ex-
planation”, “confidence”, and “sources”. Ensure the information
provided is accurate, up-to-date as of your last training data, and

clearly articulated for educational purposes.

Figure 7: Prompt for evaluating networking questions

We added the course name in the prompt for each course that we
evaluated on (e.g., “Software Defined Networking”, “Cisco CCNA
examinations”). We requested the LLM to output in JSON format to
simplify extracting the data. For one-shot prompting, we added the
line “When answering user questions follow this example:” followed
by an example question and its corresponding correct answer.

For self-correction, we used the prompt shown in Figure 8 fol-
lowed by the original question and the answer given by the LLM.

You will be given a multiple-choice question and answer related
to computer networking. Assume that this answer could be either
correct or incorrect. Review the answer carefully and report any
serious problems you find. Make sure to evaluate the original an-
swer. Please provide your responses in the following format:

- Evaluation of original answer: (Detailed evaluation)

- Correct Answer: (choices). The selected option(s) should only use
their corresponding letter(s) in lowercase (e.g., a, b, ¢, d) or combi-
nation thereof if multiple selections are correct. Separate multiple
selections with commas (e.g., a, c)

Figure 8: Prompt for self-correcting answers

A.2  Settings
We used the following settings to run LLMs:

e temperature: 0.5
e max_tokens: 500
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o logprobs: True
e seed: 123
e stop_sequences=["}"]

Note that logprobs and seed were only set for GPT-4 and GPT-3.5,
since Claude does not support these options. The seed parameter
was set to ensure the output is as deterministic as possible, aid-
ing in reproducibility. Enabling the logprobs parameter allows the
LLM to return the confidence value for each generated token. The
stop_sequences parameter was set in Claude 3 to ensure it stops gen-
erating text once the JSON output is complete. The temperature was
set to 0.5 to balance creativity with staying on context. This value
was determined through manual testing of different temperatures.
max_tokens was set to 500 to prevent excessively long responses.

For fine-tuning GPT-3.5, we used the following settings:

e Epochs: 3
e Batch size: 2 for more than 1000 examples, 1 otherwise
e Learning Rate Multiplier: 2

B QUESTIONS

We used practice questions from six sources:

(1) Cisco CCNA 200-301 Practice Tests by examsdigest [21] -
categorized under Cisco-related course (197 questions)

(2) Network Security [14] from Cisco’s Cybersecurity Opera-
tions Fundamentals Specialization on Coursera - categorized
under Cisco-related course (35 questions)

(3) Software Defined Networking [24] (University of Chicago)
from Coursera - categorized under advanced course (96 ques-
tions)

(4) TCP/IP and Advanced Topics [69] (University of Colorado)
from Coursera - categorized under advanced course (27 ques-
tions)

(5) The Bits and Bytes of Computer Networking [26] from Google’s
IT Support Professional Certificate on Coursera - categorized
under basic course (106 questions)

(6) Computer Networking [59] (Illinois Tech) from Coursera -
categorized under basic course (42 questions)

We excluded questions from these courses that had errors in the
answers or questions, were overly specific to the course material
(e.g., questions referencing a specific lecture), or referenced visual
context (e.g. topology diagrams). For fine-tuning, we used prac-
tice questions for Cisco CCNA 200-301 [22] and general computer
networking questions [50].

C ADDITIONAL RESULTS

We provide supplementary results that expand on our findings here.
Figure 9 illustrates the types of sources cited by each LLM. Table 7
shows the overlap and discrepancies in correct and incorrect an-
swers between the original questions and the reordered questions.
Table 8 shows brief description of all categories that were analyzed
by multiple students along with the corresponding Kappa score.
Sources were analyzed by a single person. Table 9 illustrates the
accuracy improvements achieved through majority voting com-
pared to the original accuracy. It is important to note that the gains
observed with GPT-3.5 are primarily attributable to the majority
voting process favoring answers provided by GPT-4 and Claude-3.
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v X v X v X

Reordered v/ 317 28 Reordered v/ 400 22 Reordered v/ 406 22
Reordered X 45 113 Reordered X 23 58 Reordered X 26 49
(a) GPT-3.5 (b) GPT-4 (c) Claude 3

Table 7: Comparison of correct (v') and incorrect (X) answers between original questions and reordered questions.

Description Cohen’s
Kappa
Misunderstanding (General) General cause of misunderstanding by the LLM (wrong facts/concept, misinterpreting question, | 0.8137
incorrect reasoning)
Misunderstanding (Reasons) Specific reasons for misunderstanding (e.g., misinterpreting a word, faulty inference, incorrect | 0.6751
choice selected)
Inferable Can the correct answer be inferred from the explanation? 0.6342
Explainability Was the answer justified with relevant explanations? 0.4409
Conceptual Error Can the explanation cause a conceptual error in the reader? 0.6106
Detection Can the reader detect that the given answer is incorrect by reading the explanation? 0.6360
Table 8: Descriptions of categories analyzed by multiple reviewers along with the Cohen’s Kappa score
Claude 3 GPT-4 GPT-3.5
50 1 50 50
404 40 404
é 304 é 301 g 1
§ 20 4 § 20 4 E 20 4
104 10 10
0 T T T T 0 T T T T 0 T T T T
Book Research paper Documentation Article Wikipedia Documentation Article Research paper Documentation Research paper Article RFC
Figure 9: Top four most common types of sources, for each LLM, referenced in answers
GPT-3.5 GPT-4 Claude3 Figure 10 shows the performance of base GPT-3.5 compared with
Overall 13.2%  +1.2% +0.4% ﬁne—tuneq versions of GPT-3.5. GPT-3.5-ft-large i§ the fine-tuned
model trained on 1155 examples. GPT-3.5-ft-small is the fine-tuned
Advanced +18.3%  +4.5% -0.4% . L
. model trained on 102 examples. GPT-3.5-ft-ip is the fine-tuned model
Basic +7.1% -1.0% +3.0%

Cisco-Related +13.3%  +0.8% -0.8%
Containing IPs  +25.7%  +4.0% -2.4%

questions involving IP addresses.

Table 9: Change in accuracy from majority voting compared to the original
accuracy of the LLMs.
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Figure 10: Comparison of the performance of fine-tuned LLMs with GPT-3.5.
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trained on 25 examples of questions related to IP addresses. No-
tably, fine-tuning did not yield significant improvements, even for
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